BuinonHeHne TpeboBaHuii ctaHgapTta PCl DSS B yactu
ayTeHTUPMKaumm nosb3oBaTesnem

B anpene 2016 roga 6bina npuHaTa HoBas Bepcusa PCI DSS 3.2. YacTs HoBOoBBEAEHMIN 3TOM BEpCUM
BcTynaet B cuny 1 despana 2018 roga. K Takmm HoBoBBeAEHWAM OTHOCATCA M3MEHeHMA B 4acTu
ayTeHTUUKALNKM COTPYAHMKOB NpK 4ocTyne K MHPOPMaLMOHHbBIM cucTemMam 6aHKa. Tak, C

01.02.2018 r. cTaHOBMTCA 06A3aTe/IbHbIM NPUMeEHeHWne MHOrodaKTOpPHOM ayTeHTUdMKaLNK B paae

cueHapumeB gocTtyna.

Indeed Access Manager (Indeed AM) aBnaeTca yHMBepCanbHOM cMCTeMol ayTeHTUdUKaunu,

npegHasHa4eHHOW A1A OpraHM3auum CTPOrom U My nbTUAKTOPHOM ayTeHTUPUKALNM B /THOObIX

cmcTemax, Mcnosbsyemolx Ha npegnpuatuax: 0C, web- n mobunbHbie npunorxkeHnsa, VPN, VDI,

SAML-coBmecTuMble NpunoxkeHusa n ap. NoaggeprknBaeTca TakxKe TexHonorma Enterprise Single

Sign-On.

HuyKe npuBegeHbl KOMMEHTapUKn No peann3aumm KOHKpeTHbIX TpebosaHui ctaHgapTa PCI DSS 3.2

B 4aCTW ayTeHTUdUKaLMM C UCNOb30BaHKeM nporpammHoro obecneveHums Indeed Identity.

Tpe6osaHue PCI DSS 3.2

8.1.6 Limit repeated access
attempts by locking out the
user ID after not more than

six attempts.

8.1.6.a For a sample of
system components, inspect
system configuration
settings to verify that
authentication parameters
are set to require that user
accounts be locked out after
not more than six invalid

logon attempts.

MepeBog TpeboBaHUA

8.1.6 bnoknpoBaTb y4eTHbIe 3anuncu
nocne LWecTu HeyaayHbIX MOMbITOK

BX04a nogpag.

8.1.6.a CaenaTb BbIGOPKY CUCTEMHbBIX
KOMMOHEeHTOB, NPOBEPUTb HACTPONKM
CMCTEeMHOM KOHPUrypauumn n ybegntbea
B TOM, 4YTO y4eTHas 3anuncb
nosb3oBaTena 6/10KMpyeTca nocne He
60/1ee Yem LWecTn HeyAauHbIX NoMbITOK

BX0ga.

KommeHTapui

Indeed Access Manager nosgonset
LeHTPasIM30BaHHO 3a4aBaTh NOANTUKY
6/10KMPOBKKM cnocoboB BXxoga npu
npeBsbILleHMM 3a4aHHOMr0 YNCAA NOMbITOK
ayTeHTUdUKauuu.



8.2 In addition to assigning a
unique ID, ensure proper
user-authentication
management for non-
consumer users and
administrators on all system
components by employing at
least one of the following
methods to authenticate all

users:

® Something you know,
such as a password or
passphrase

® Something you have,
such as a token device or
smart card

® Something you are, such

as a biometric.

8.3 Secure all individual non-
console administrative
access and all remote
access to the CDE using
multi-factor authentication

8.3.1 Incorporate multi-
factor authentication for all
non-console access into the
CDE for personnel with
administrative access.

8.3.2 Incorporate multi-
factor authentication for all
remote network access
(both user and
administrator, and including
third-party access for
support or maintenance)
originating from outside the
entity's network.

8.2 [TloM1MO Ha3HavYeHna yHUKanbLHOro
naeHTUdUKaTopa, Ansa obecneyeHun
Hagnex<allero ynpaseHua
ayTeHTMMKaumel CoTpyaHUKOB (He
nosib3oBaTesiei) M aAMUHUCTPATOPOB
Ha YpPOBHe BCeX CUCTeMHbIX
KOMMOHEHTOB A0/1*KeH NPUMEeHATbCA

X0TA 6bl 0ANH U3 CeayoLNX MeTo40B

ayTeHTUbMKauMKM BCex Nonb3oBaTesnei:

® T0,4TO Bbl 3HaeTe (Hanpumep,
naposib Uav naposnsHasa Gppasza);

® T10,uTOY Bac ecTb (Hanpumep,
K/OUM WU CMAPT-KapThbl);

® 10, uem Bbl 06s1aaaeTe (Hanpumep,

6romeTpuYeckmne napameTpsbl).

8.3 3awmTa He KOHCO/IbHOrro
aAMWHUCTPATMBHOMO A40CTYNa U
yAaneHHoro 4ocTyna 41a Bcex
nonb3oBaTesnen K UHGOPMaLMOHHON
cpege gep<aTtenei KapT C MOMOLLbIO
MybTUdAKTOPHOM ayTeHTUdUKaLUu.

8.3.1 MpumeHeHne MmynbTUdaKTopHOM
ayTeHTUdMKaLMm 419 He KOHCObHOro
AocTyna K nHGopmaLMoHHOM cpeae
fepkatenen KapT AnA COTPYAHUKOB C
aAMWHUCTPATUBHbBIM 4OCTYMNOM.

8.3.2 lNprmeHeHne MmynbTndaKkTopHOM
ayTeHTUdMKaumMm 4na cpeacTs
yAaneHHoro 4ocTyna coTpyAHUKOB
(Brntouaa nonb3oBaTenei n
aAMUHUCTPATOPOB) U N0BbLIX TPETLUX

vy, (BKAKOYaA 4OCTYN NOCTABLLMKOB A4

NoAAeP KM NAN TexoBCy>KMBaHNA) BO
BHYTPEHHIO CeTb U3 BHeLLHel ceTu.

Mpumenenune npoayktos Indeed Certificate
Manager v Indeed Access Manager
NMo3B0O/AET UCMOMb30BaTh BCE YKa3aHHbIe
MeToabl ayTeHTuduKauun. Mpu 3aTom, B
3aBMCMMOCTU OT OKPYKEHUA, COTPYAHUKY
MOryT BbITb A4OCTYMHbI Pa3/INYHbIE BAPUAHTbI
ayTteHTuoukaumm (Hanpumep, cMapT-KapTa +
PIN-kog npu goctyne 8 OC v naponb + OTP
npu goctyne B VPN).

TpeboBaHWe Mo¥eT BbITb BbINOAHEHO KakK C
ncrnonssosaruem PKI (public key
infrastructure), Tak 1 6e3 Hero. Tak»ke
BO3MOYHO COBMeLLeH1e TeXHON0r i,

Hanpumep, Taknum obpasom:

® [lpumeHeHue cMmapT-KapT U uMPpPOoBbIX
cepTndumKaTos Ana ayteHTUduUKaymm B
floKanbHoM pexume paboTsl (8 0C
NPUNONKEHNAX);

® [lpumeHeHMe TexHo10rMmM 04HOPa30BbIX
naponew 4na yaaneHHoro goctyna
(Hanpumep, npun ayTeHTUdGMKaLUM B
VPN).

BbI60p KOHKpeTHbIX TexHonornm byaet
3aBWCeTb OT MCNOJIb3yeMoro NporpamMmmMHo-

annapaTHoro obecrneyeHus.

Kpome Toro, Bbi6Op TeXHOAOM MM MOXKeT
3aBMCeTb OT MOJIHOMOUMNA U POK
nonsb3osaTens (Hanpumep, ceptTudmrKaTbl s
coTpyaHuKoB 1 SMS ana tTpetbux nuu). MO
Indeed CM v Indeed AM nossonser
peann3oBaTb Ha NpaKTKKe 6ol cLueHapuit
ayTeHTUbUKaumnm, 6e3s NPUBA3KM K

KOHKPEeTHbIM TexXHO/10rmAam.
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