YcTaHoBKa U HacTpouka Indeed AM Log Server ¢ xpaHunuwem B
SyslLog

@ UHdopmaumna

@arinbl gna Indeed AM Log Server pacnonox<eHbl: indeed AM\Indeed AM Log Server
\<Homep Bepcnn>\

® IndeedAM.LogServer-x64.ru-ru.msi - lMNakeTt gna yctaHoBku Indeed Log Server.
® IndeedAM.Server.EventLog-x64.ru-ru.msi - [akeT gna co3gaHma HeEOH6XoANMMOM

CTPYKTypbI }KypHana B Windows Evetlog.

NHdopmaumna

Indeed AM Admin Console He no3BondaeT uMTaTb CObbITUA U3 sysLog cepeepa. AnA
oTobparkeHns kypHana 8 Admin Console Heobxoanmo Hanvume ceoeit b/ (SQL-cepsep mnau

Eventlog) ana xpaHeHus cobbiTnin Indeed AM LogServer.

VYcTaHOBKa

1. BeinonnuTtb ycTaHoBky Indeed AM Log Server yepes 3anyck nHctannatopa Indeed.LogServer-
x64.ru-ru.msi.



2. [o6aeuTb NnpmBasKy https B HacTpolika Default Web Site B 1IS Manager.

® UHdopmaumna

Indeed Log Server apnsaetca Web npunoxkeHnem, Kotopoe paboTaeT Ha 6aze IS, B
npouecce yCTaHOBKM 419 HEro No yMmo4aHuio BKAKOYaeTca 06A3aTenbHo TpeboBaHme

SSL B HacTpolKax, 4To B CBOIO o4epeab TpebyeT BKAUEHHOM NpmBa3KK https.

Ecan Bbl HE HAMEpeHbl UCNO0Ab30BaTb NPOTOKOA https, HEOHX0ANMMO OTKAOUUTL
TpeboBaHue SSL B HacTporkax IIS ana logserver.

a. 3anyctute lIS Manager n packporite nyHKT CanTsl (Sites).

b. Bei6epuTe cainT Default Web Site 1 HaxkmuTe MpueAsku (Bindings) B pasaene feicTena
(Actions).

c. Haxxkmute flobaBuTtb (Add):
i. Tun (Type) - https.
ii. MopT (Port) - 443.
iii. BoibepuTe SSL-cepTuduKart (SSL Certificate).
d. CoxpaHuTe NpmBA3KY.

YcTaHoBKa sysLog cepBepa.

® UHdopmaumna

Indeed AM Log Server nogaep»neaet popmaT sys-log, Bbl MOXKeTe MCNOoAb30BaTh /110601
cepBep, paboTatowmin C gaHHbIM popmaTom. B KauecTee npumepa ganee paccMoTpeHa
HacTpolKa sys-log cepsepa Syslog Watcher v4.8.6.

Bbl morkeTe ckayvaTb yTMAUTY Ha opuumanbHOM canTe https://syslogwatcher.com

1. 3anyctuTe yctaHoBo4YHbIN pann SyslogWatcherSetup-*.*.*-win32.msi.
2. B okHe "License Agreement" npymnTe nnMueH3MOHHOE cornalleHue.


https://syslogwatcher.com/downloads/

3. B okHe "Installation Type" BbibpaTs T1n yctaHoBkK "Install Syslog Watcher Service and GUI".

Installation Type

Please specify what type of installation is rght for you

(®) Install Syslog Watcher Service and GUI

() Install Syslog Watcher GLI onby

4. B okHe "Select installation Folder" BbibpaTb nyTh ycTaHoBKK ans sys-log cepBepa.
5. B okHe "Windows Firewall Exception” pa3pewnTb gobaBneHve npasuna Ha BCce BXoaaLiue
coeanHeHus ans Syslog Watcher B 6paHamaysp Windows.

Windows Firewall Exception

[#] Add Windows firewall exception (allow incoming connections)




6. B okHe "Confirm Installation" HaxkaTb "Next" 4na noaTBep>KaeHNA YCTAHOBKM,

7. OoxpaTbCcA 3aBeplUeHna yCTaHOBKM cepeepa.

Hactpouka syslLog cepsepa.

1. 3anycTtuTe Syslog Watcher v Buibepute "Manage Local Syslog Server".

z Select Syslog Watcher GUI Mode

® Manage Local Syslog Server

To use locally installed Syslog Watcher service.

= Connect to Remote Server
To connect to Syslog Watcher service running remotely,

< Standalone Application
To collect syslogs without using Syslog Watcher service,

[ ] Remember my choice and don't ask me again




2. HaxkmuTe "Settings" B BepxHem meHo nporpammbi.
a. Boibepute nyHKT "Network Interfaces"”.

b. MNpoBepbTe 4TO BbIGPAHO MCMNOb30BaHME NPOTOKONA udp M yKasaH nopT.

User Interface
- Grid View Internet Protocol

- Processing
-Formats [] Bind to local IPv4 interfaces Show Local Interfaces
- VendorPack
- Confirmations () Bind to all local IPv4 addresses (0.0.0.0)

Server

P g e (@) Bind to specified IPv4 address: | 192.168.1.4
- Advanced Networking [+]Bind to local IPv6 interfaces
- Domain Names
- Remote Access (®) Bind to all local IPv6 addresses ([::])
- Processing
- Formats

Storage
- Storage Backups

Transport Layer
Email Alerts
- Email Account

Export to Text E Receive syslogs over UDP on port: | 514 W Show Used Ports

- Destination [ ]Receive syslogs over TCP on port: | 1468
Export to DB

- Database

() Bind to spedfied IPv6 address: |

C. Boibepute nyHKT "Processing". Boibepute kognposry UTF-8.

User Interface
_crid View These settings are used by the server when processing syslogs,

- Processing o
Processing
- Formats

- VendorPack

- Confirmations Default severity: Default fadlity:

Server
-Netwark Interfaces [+]Remove trailing CRLF {(Carriage Return / Line Feed)
- Advanced Metworking
- Domain Mames

- Remote Access (®) Hexadecmal ACSII code of the character
_Proceszsing
- Formats () Custom printable character: |:|
Storage ) )
- Storage Backups [ ]Replace congecutive characters with one

Email Alerts
- Email Account WiForce codepage: [65001(UTF8) |
Export to Text
- Destination
Export to DB
- Database

[] Replace non-printable ASCII characters {codes 0-31) with:

[+ Inzert domain name after IP address within message body

K ||Eam:el||.ﬁ.pply




PegakTupoBaHue KOHPUrypaumoHHoro ¢aina.

1. OTKkpoiTe KoHbUrypaumoHHbi dainn sampleSyslog.config (C:
\inetpub\wwwroot\ils\targetConfigs\sampleSyslog.config).

2. [ina Tera "Settings" ykaxuTe gaHHble gna nogkno4veHus K sys-log.

Mpumep HacTponkm ana Syslog Watcher

<Settings HostName="localhost" Port="514" Protocol="udp" />

3. OTKpoiTe KoHdUrypaumnoHHbii daiin clientApps.config (C:\inetpub\wwwroot\ils\clientApps.
config).

4. Nina 6noka c "Application Id="ea"" B Terax Targetld n ReadTargetld ykasats sampleSyslog.

® UHdopmaumna

B Terax ReadTargetld ykasbiBaeTca ngeHTMdurKaTop XpaHunuwia otTkyaa byget

OCYLLeCTBNATLCA YTeHMe CObbITUI.

B 6noke WriteTargets, B Terax Targetld, yka3biBaetca ngeHTndumkaTop XxpaHnauwa

Kyda byaeT ocyLecTBAATbLCA 3annCb COBbITUI.

NpenTndukaTopsl 3agaHbl B Tere <Targets>...</Targets>, KoHpuUrypaunoHHsle dannsl

ANA Kaxkgoro Tvna Haxoautca B nanke targetConfigs c cooTBeTCcTBYHOWMM MMEHeM.

Mpumep

<Application Id="ea" Schemald="eaSchema">
<ReadTargetld>sampleSyslog</ReadTargetld>
<WriteTargets>
<Targetld>sampleSyslog</Targetld>

</WriteTargets> <AccessControl>
<l--<CertificateAccessControl CertificateThumbprint="001122...AA11" Rights="Read" />--> <
/AccessControl>
</Application>



5. HaxxkmuTe "Start Server" B BepxHem nesom yray nporpammsl Syslog Watcher.

@ Q@ - v

Start Server | Stop Server | Status Reload Filter

- Show Any Severity~ from All Sources~ last 10

LRI GG Syslogs for Period  Search Results

Received Source |

18)I4 39N | PUL4 HAIND




Mpymep oTobparkeHuA.

® [pumep oTobparkeHus B Syslog Watcher.

Smrur Stop Server Status | Reload

B © O

: VendorPack Hdp

;Shnw Any Severity - from LOG~- last

: (¥ AutoSeroll | & ©

FENTTERET ] pupunqnn| .

)

1000

» messages | Update svery

10 % seconds | Updated st 26.11.2018 1201:26

Syslogs for Period  Search Results (00 Sources (1) Serverlog Backups

Receved Source P Sowrce.. Facility Severty Timestamp Tag On.. Message

26.112018 1052 2 LOG local T Info  2018-11-2Z. ea  unk.. server LegonByAuthenticatorSucceeded [indee...
26112018 11:00... =1 LOG local T Info 2018-11-2... ea unk... server LogonByAuthenticatorSucceeded [indee...
26112018 12:00... =1 LOG local T Info 20M18-11-2... ea unk... server AcquirePersonallicense [indeed®32473 ...
26112018 12:00:... LOG local T Info 20M8-11-2.., a8 wnk.. server ReleasePersonallicense [indeed@32473 Ii...
26112018 12:00... =1 LOG local T Info 20M18-11-2.., &2 unk... server ReleasePersonallicense [indeed@32473 li...
26112018 12:00:.. = LOG local T Info 2NE-11-2., g8 wnk.. senver AcquirePersonallicense [indeed@32473 r...
26112018 12:00:... =1 LOG local T Info 20018-11-2... ea unk... server AcquirePersonallicense [indeed$32473 r...
26.11.2018 12:08:... =1 LOG local 7 Info 20M8-11-2.., a2 wnk.. server ReleasePersonallicense [indeed®32473 Ii...
26.112018 12:00:.. =1 LOG local 7 Info 20M8-11-2.. 2 unk.. server ReleasePersonallicense [indeed®32473 lii..
126112018 12:00:... =1 LOG local 7 Info 2M8-11-2., ea  unk.. server AcquirePersonallicense [indeed®32473 r...

b
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Message View 8 x
Infe [ local 7 LOG (::1) 26 Honpm 2018 r. 11:00:31.963
sarver LogonB8yAuthenticatorSucceeded [indead 32473
requestdpplication="Enterprise Management Consale” requestUser="Admin Indead” requestComputer="192.168.1.3
lagonMade="Windows Token™ authComment=""] Nons3sosarens Guln yCNewHs ayTEHTHWEMUMPOBAH NO NPEAOCTABNEHHOMY
ayTeHmabukaTopy. Npinoxseqdus: Enterprizse Management Consale.Nons3csarens: Admin Indead. Kounsomep:
192.168.1.3.Cnocolb exona: Windows Token. KoMHEHTPHIA ayTeHTshbuxaTopa: .

W
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	Установка и настройка Indeed AM Log Server с хранилищем в SysLog

