Indeed AM HOTP Provider

@ 1 MNpoBangepa

{631F1011-2DEE-47C5-95D8-75B9CAED7DC7}

® UHdopmauma

®annbl gna Indeed AM HOTP Provider pacnonoxeHbl: indeed AM\Indeed AM
Providers\Indeed AM HOTP Provider\<Homep Bepcun>\

® IndeedAM.AuthProviders.HOTP-x64.ru-ru.msi - lMNakeT gnAa yctaHoBku Indeed AM
HOTP Provider

® /Misc - ®alinbl WabsoHOB NOAUTUK.

0O komnoHeHTe Indeed AM HOTP Provider

® UHdopmauma

MNogpobHyto MHbopmaumio 06 ycTponctee eToken PASS Bl moxkeTe nonyunTb Ha

oduumnanbHom cante kKomnaHuu Aladdin: http://www.aladdin-rd.ru.

ABTOHOMHbIV reHepaTop ogHopa3oBbix Naponen eToken PASS mo»HO ncnonb3oBaTb 414
ayTeHTUOUKaLNKN B NHOObLIX NPUAOKEHUAX 1 CYXKBax, NoaaeprKMBakLLMX MPOTOKON
ayTeHTndmKauymm RADIUS - VPN, Microsoft ISA, Microsoft IIS, Outlook Web Access 1 ap. B eToken
PASS peanunsoBaH anropuTm reHepaumm ogHopasosbix naponeit (One-Time Password - OTP). 3toT
anroputm ocHoBaH Ha anroputme HMAC n xawdyHkummn SHA-1. na pacyeTta 3HaveHna OTP
NPUHUMAKOTCA 4Ba BXOAHbIX MApameTpa — CeKPeTHbIN Koy (HayanbHoe 3HadveHune anq
reHepaTopa) M TeKyllee 3HayeHne cyeTunKa (KonmuyecTso Heo6XoAMMbIX LMK/IOB reHepaumm).
HauanbHOe 3HaueHMe XpaHUTCA KaK B CaMOM YCTPOMCTBe, TaK 1 Ha cepeepe B cucteme Indeed.
CyeTunK B yCTpOMCTBE yBEAMYMBaeTCA Npu Kaxxaon reHepaumm OTP, Ha cepsepe — npu Kaxkaomn

yAaayHon ayTeHTudukaumm no OTP.

YcTaHoBKa npoBangepa


http://www.aladdin-rd.ru/

1. BeinonHnTb ycTaHoBKy Indeed HOTP Provider yepes 3anyck nicrtannatopa Indeed HOTP
Provider.x64.ru-ru.msi.

2. Nocne 3aBepLleHMA YyCTAaHOBKM MOXKeT noTpeboBaTbCcAa nepesarpy3ka cuctemsl. Ecam
nporpamma yCTaHOBKM NpeasaraeT BbiNO/HUTb Nepesarpy3Kky, nogTeepauTe gaHHoe
aencrteue.

3. YganeHne/BoccTaHoBAEHME NPOAYKTA OCYLLLECTBAATCA CTaH4APTHbLIM A8

nogaepkmneaembix OC cnocobom, yepes meHto lMaHenb ynpasneHus.

[lo6aBneHnna ycTpoincTea

® WHdopmauma

OgHO yCTPOMCTBO MOXKET BbITh 3aperMcTPMPOBaAHO TO/ILKO 419 04HOM0 Nosib30oBaTe s

[na nobaBneHns ycTponcTea He0bXxoaAMMO BbINOMHUTbL Cieaytolime 4encTemna:

1. OTKpbITL KOHCOAb yripaeneHna Admin Console.
2. MepeniTn Ha BKNagky "YcTponcrsea'.
3. HakaTb "[lo6aBUTb yCTPOICTBO".

IMouck ycTpoicTea

MpoBaiigep ayTeHTUgMKALUNA CepHiiHBIi HoMep

Email OTP -

KoMMmeHTapui

I [1003BMTb yCTPOICTBO * I

W3 daiina BpyuHyto

Tun ycTpolcTBa @aiin yCTPoHCTE

eToken PASS h Bbibpats chain Mobae

MNpumeuaHue

Bbl MoxKeTe o6aBuTb YCTPOMCTBO Bbibpae ¢aiin c napameTpamn yCTPOMNCTBA
(Bknagka "U3 daitna"), nmbo ykasaTb napameTpbl Bpy4Hyto (Bknagka "BpyuHyio”).



a. JobasneHwne n3 panna.

Ha sknagke "U3 daina" HaxaTb "BoibpaThb painn'.
BbibpaTb dann popmaTta XML c napameTpamm ycTpoicTBa.

MNpumep KoHbUrypaumm ycTponcrea

<Tokens xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Token serial="000200071927">
<CaseModel>5</CaseModel>
<Model>109</Model>
<ProductionDate>11/4/2008</ProductionDate>
<ProductName>Aladdin OTPO v1.0</ProductName>
<Applications>

<Application ConnectorID="{a61c4073-2fc8-4170-99d1-9f5b70a2cecb}">

<Seed>884f20ce4b2c406e0b6199338990bbbcc3fabac403eaa7f8<
/Seed>
<MovingFactor>1</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>

Ha»kaTb "[JobaBuThb"

[o6aeuTb YCTPOHCTED *
W3 daitna BpyuHyo
THN ycTpoKcTEa @aiin ycTpolcTE
eToken PASS hd eToken+PASS XML BbiDpaTh haiin

b. Job6asneHne BpyyHyO

BbibpaTb BKMaaKy "BpydHylo”.

B none "CepuiiHbi HOMep" yKaxKnTe CepuiiHbii HoMmep YCTPOMCTBa.
B none "CexkpeTHbIi KAo4" yKaxkuTe seed yCcTporcTBa.

MNone "KommeHTapuin" He 06A3aTenbHbIM NapameTp.

Hasxxkmute "flob6aBuUTh".

W3 chaiina BpyuHyo

Mogens CepHiiHbIi HoMep

eToken PASS (HOTP): Aladdin OTPO v1.( ~ 000200071927

CeKpeTHBIA KN4

884120ced4b2c406e0b6199338990bb6cc3fabacd03eaarts

KomMmeHTapHui

eToken Pass HOTP




PepakTtupoBaHue ycTpoiicTBa.

[nAa yganeHna ycTpolicTBa Heo6Xo4MMO BbINOMHUTL C/ledylolme gencTemna:

1. OTKpbITL KOHCOb yripaeneHna Admin Console.
2. NepenTn Ha BKNagky "YcTponcTea'.
3. B none "lMpoBangep ayteHTMPuKauumn" Boiopats "Hardware OTP", B none "CepuintHbin Homep",

eC/in N3BeCTHO, YKaxXXunte CepVIIZHbIl\/’I HoMmep HEOGXO,EI,MMOI"O yCTpOVICTBa M BbINO/THUTE NMOUCK.

Mowuck ycTponcTea

MNpoEaigep ayTeHTUhUKALHUK CepuiiHbIi HOMEp
Hardware OTP hd 000200071927
KommeHTapuin

4, Bbl6€pMTe HaIZ,CI,EHHOE yCTpOVICTBO M HAaXXKMUTE Ha 3HAYOK peaakKTUpoBaHUA.

YcTpolcTBa % Y1ANUTh YCTPORCTBE
[ cepuiinkiii Homep MNpoeaiigep Mopgens KoMMmeHTapui Monb3oBaTens

[ 000200071927 Hardware OTP  Aladdin OTPC v1.0  [ara npou3soacTea: 11/4/2008. Mogenk: 109. Case Mogenk: 5. DEMOWdmin-Indeed = rd
000200080C09 Hardware OTP  Aladdin OTPO v1.0  [ara npowssopctea: 11/4/2008. Mogens: 109. Case mogens: 5 Fad

PepakTupor]

5. B oKHe pegaKTMpoBaHNA MOXHO U3MEHUTb CePUNHbIM HOMEep YCTPONCTBA, KOMMEHTapun nnu

OTKA4YNTb YCTPOMCTBO. [Tocne BHeceHnA nameHeHn HaxaTtb "CoxpaHuTb".

CepHAHEIA HOMep

000200080C09

KommeHTapwWi

[ata npowaBoAcTea: 11/4/2008. Mogenk: 109. Case Mogenk: 5.

BpeMA nocnegHei CHHXPOHU3ALWK

HeT JaHHbIX

YCTPOWCTBO OTKMIKOYEHO

COXpaHHTL OTMmeHa



YaaneHue ycTtpoucrtea.

[nAa yganeHna ycTpolicTBa Heo6Xo4MMO BbINOMHUTL C/ledylolme gencTemna:

1. OTKpbITL KOHCOb yripaeneHna Admin Console.
2. NepenTn Ha BKNagky "YcTponcTea'.

3. B none "lMpoBangep ayteHTMPuKauumn" Boiopats "Hardware OTP", B none "CepuintHbin Homep",

eC/IM U3BeCTHO, YKa*kKMUTe CepuinHbI HoMep HeobX0ANMOro YyCTPONCTBA M BbINOAHUTE NOUCK.
Mouck ycTponcTea

Mpoeaiiaep ayTeHTUDUKaLIMK

CepuiHBIIi HOMEpP
Hardware OTP

hd 000200071927
KoMmeHTapui

4. BbibepuTe HangeHHoe YyCTPOMCTBO M HaXkMuTe "YaannTb yCTPoMCTBO".
YcTpoicTea

X YAANUTL YCTPONCTBA
CepuAHBIN HOMEpP MpoBaigep Mogens

KommMeHTapui

Monesoeatene
000200071927

Hardware OTP Aladdin OTPO v1.0 eTokenPass

indeed-id localindeedCatalog/Admin Indeed

5. B cnabiBakoLLem oKHe noarteepaunTe yaaneHue.

YaaneHne yCTpoUCTB

Bbl YBEPEHI, YTO XOTUTE YAANWTE BbIAENEHHLIE YCTPOACTEA?

BHWMAaHWe: EMecTe C YCTPOWCTEaMM GYQyT yaaneHel BCe 3aperncTPUMpPOBaHHEIe
ayTeHTU(PUKATOPEI

OTMEHA YNANHTh

0y

CMHXpOHM3aLMA yCTponCcTBa.

[na CMHXPOHM3aLKMKM YCTPONCTBA HEOOX0AMMO BbINOAHUTL Cieaytolime 4encTBua:



1. OTKpbITb KOHCOb ynpaBneHua Admin Console.
2. OTKpbITb KAPTOUKY NMO/b30BaTENA C 3aPerncTpPMpPOBAHHbLIM YCTPOMCTBOM.

3. HaxaTb "HacTponKn" gna yctponcTtea v Bblbpath "CUHXpOHU3MpPOBATDL".

a Hardware OTP -

Data CepHilHBIA

pervcTpaumm KoMMeHTapuii HOMep

17.12.2018 eToken 000200071927 -~
17:04:38

# V3MeHNTL

2 CUHXpPOHM3WPOBAThL

& 3abnokvposath
= Passcode % YIanuTs

4. B none "OgHopasoBbiit naponb 1" 1 "OgHOpa3oBbIi Naposb 2" yKaxu1Te Napoaun € ycTponcTaea
n HaxkmuTe "CMHXpPOHU3MpoBaThb".

INDEED @

CuHxpoHusaumna HOTP ycTpoiicTea

[NA CHHXPOHW3ALWK YCTPONCTBA C CUCTEMON HEOGXOAMMO
BBECTH €r0 CEPHIfHLIN HOMED W ABa NOCNeA0BaTENLHO
CTEHEPMPOBAHHLIX HA HEM O[IHOPA30BkIX NAPONA B
COOTBETCTBYHOLWE NOMNA BBOAA HIKE

000200071927

956324

957432

CHHXPOHU3WPOBATH

5. MNocne ycnewHon CMHXPOHM3aUnKM Bbl ByaeTe BO3BpaLLeHbl Ha CTpaHuLy Nnosib3oBaTens.




MonuTtrka "HacTponKu CMHXpPOHWU3aLMKU U NPOBEePKX 0gHOpa3oBoro napona”
3a,u,aeT MHTEpBan 3HaUYeHU cyeTYMKa MNP CMHXPOHM3aUunn U Npu npoBepke 04HOPA30BOro napona.

3HayeHve No ymon4aHuio:

® "OKHO cMHXpoHM3auun" - 1000
® "OKHO NpoBepKu ogHopasoBoro napona” - 50

E HacTpoiky CUxXHPOHKUSELMA M NPOBEPKW GAHOPE30ECTC Napons

Mpeasaywni napameTp Crenyrowumi napameTp

() He saaaro KonmmeHTapuii:

(® BrarousHo

() CreatoueHo

TpeBoBahus K BEpCUlt | \Windows XP n Bonee MoIAHNE BEQCHN

MapameTpe: Cnpaeka:

3343ET MHTEPBAN 3HAYEHWA CHETHMKE NP CUHXPOHWIALWKA 1
Mpu NPoEEQKE O4HOPA30B0TT NAPOIA,

CKHE CHHXPOHWIELMM |'|'DD|]

CKHC NPoBEPKM CAHCPASCECTT NARoAR:

0 &
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