Indeed AM ADFS Extension (2016)

KomnoHeHT ADFS Extension peannsyeT npoBarigep MynbTUPAKTOPHOM ayTeHTUdMKaumm ans

cepsepa Microsoft ADFS, no6aBnsa B npoLecc nony4yeHms 4ocTyna BTOpon GaKTop.

® UHdopmaumna

®annbl gna Indeed ADFS Extension pacnonox<eHsi: indeed AM\Indeed AM ADFS
Extension\<Homep Bepcnn>\

® IndeedAM.ADFS.Extension-x64.ru-ru.msi - lNakeT anAa yctaHoBku Indeed AM ADFS

Extension

YcTraHoBKa u HacTponKa ADFS Extension.

1. BeinonHuTtb ycTtaHoBKy Indeed AM ADFS Extension yepe3 3anyck nHctannatopa IndeedAM.
ADFS.Extension-x64.ru-ru.msi.



2. Co3panTte KoHPUrypaumoHHbi dann MFAAdapter.json, cogep»awwmin cnegyowime

napameTpsl.
® UHdopmaumna

Modeld mor<keT nmeTb pasHole ID npoBaliaepos:
{EBB6F3FA-A400-45F4-853A-D517D89AC2A3} - SMS OTP
{093F612B-727€E-44E7-9C95-095F07CBB94B} - EMAIL OTP
{F696F05D-5466-42b4-BF52-21BEE1CB9529} - Passcode
{OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0} - Software OTP
{AD3FBA95-AE99-4773-93A3-6530A29C7556} - HOTP Provider
{CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAOQS} - TOTP Provider

{DEEFOCB8-AD2F-4B89-964A-B6C7ECAB0CE8] - AirKey Provider

MNpumep

{

"ServerType":"eaNet",
"EANetServerURL":"http://YourDomainName/easerver/",
"Modeld":"{OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}",
"LSEventCacheDirectory": "C:\\EventCacheEa\\"

}



3. 3anyctute PowerShell c npaBamu agMmuHucTpaTopa. [na perncrpaumm agantepa eeegute
cnegyrolive AaHHble:
® UHdopmaumna

YourPath\MFAAdapter.json - yKa:kuTe CBOM NOAHbIM NyTb K KOHPUrypauMOHHOMY

danny cozgaHHoMy paHee.

UHdopmaumna

B nepemerHoi1 $typeName, B napameTpe Version ykasbiBaeTca HOMep Bepcmm

ncnonb3syemoro Indeed ADFS Extension.

MNpumep
$typeName = "Indeedld.ADFS.MFAAdapter.MFAAdapter, Indeedld. ADFS.MFAAdapter, Version=1.
0.6.0, Culture=neutral, PublicKeyToken=1ebb0d9282100d91" Register-

AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id MFA Adapter" -
ConfigurationFilePath ‘YourPath\MFAAdapter.json'’

4. lnAa ypaneHna agantepa HE06X0A4MMO BbIMOAHUTL CAegy LY KOMaHay:
MNpumep
Unregister-AdfsAuthenticationProvider -Name "Indeed Id MFA Adapter”

5. [nAa o6HOBAEHMA KoOHPUrypaumm HeobxoaMMOo BbINOAHUTL CeayoLYyH KOMaHAy:

Mpumep

Import-AdfsAuthenticationProviderConfigurationData -Name "Indeed Id MFA Adapter” -FilePath
‘YourPath\MFAAdapter.json'

BknioueHue mHorodakTopHoi ayteHTudukaumm ana ADFS.



1. OTKkpouTe KoHconb ynpasneHna AD FS.

2. BoibepuTe "Cny»k6a MeTogbl NpoBepKU NOAANMHHOCTU", B OKHe "[leiicTBUuA" Bbibepute "

N3meHUTb MeToabl MHOrodaKToOpHOM NPOBepKM..."

v [ Cnﬂﬁa

| Xpannnua atpubyTos 0630p METOO0B NPOoBEepKK NOANMHHOCTH

| MeTogbl NpOBEPKM NOATMHHOCTH
| Ceprudmkatel

| OnWcaHng yTeEpHaEHUA
| Pernctpauna ycrpoiictea

| Koneurble Toukm Cnpaeka AD F5

MPOBEDKN NOAMMHHOCTA

JlononHuTensHeE CBEASHUA

I Nrraunn aRnasre

MeToaEl NpOBEPKM NOANMHHOCTH

Vsmenute Metogel MNepenynei nposeprn n

Bl MoxXETE HACTROMTE METO/IEI NEPBNYHOI NDOBEPKIA MO ATMHHOCTA 11 METO /15! MHOrOMEK TODHOEA "
Wsmenns Meroge mrorogakroproii_npos

Bug

Hoeoe okHo otcroga

3. B Bknagke "MHorodakTopHan" BbibepuTe co34aHHbIM paHee npoBangep U HaxkmuTe "

MpymeHuTb".

Mzmenute MeTogel nposepkn NogNMHHCCTI

Mepewunent  MHorodakTopHan

BrifepKTe AoNoMHWTENEHEIE METOOLI NPOEEDKK NoANMHHOCTA. [InA srnioueHdA MEA
HEofDaMMO BIGPAaTE ¥0TR Gkl 0OMH M3 CNEOYIOLLMY METOA0E:

X

[] MpoBepka NOAMMHHOCTY CEPTUDMKATE
[] Azure MFA

Indeed Id MFA Adapter

Y1o Takoe MHOrohaK TOPHAA NpoBEepka I'ICIIU'IMHHCIC'I'M?

0K CmaeHa [MpureHATE

4. 1na npyMeHeHna nsmeHeHun nepesanyctmute cny»xoy AD FS.

Mpymep paboTsl paclunMpeHus.



Mpumep HaACTPOIKK pacluMpeHma B cLeHapuax

1. HacTpoiika aByx¢aKTopHOM ayTeHTUPUKaumMm 418 NpUAoXeHui onybamkosaHHbix B WAP

2. NHCTpYKUMA NO HacTpoiiKe aByx$aKTopHoi ayTeHTudmKaumm B AD FS ana nHTerpaumm ¢

Exchange Server 2016

Mpumep paboTbl paclumpeHna Ha ctpaHuue ADFS

NHdbopmauumn

Mpumep paboTbl paclmpeHna nokasaH Ha ctpaHuue ADFS idpinitiatedsignon.htm. Mo

YMO/TYaHWIO AaHHaA CTpaHuMLua He HacTpoeHa (HacTpolika gaHHoM CTpaHuLbl He

oba3aTensHa).

HacTpoiiKa TecToBO1 CTpaHuLbl

1. BoibepuTe "OTHOLWEHME 4OBEpMA NPOBEPAIOLLei CTOPOHBI" 1 HaxxkMmuTe "[06aBUTb

OTHOLLeHMe g0BepuA NpoBepAKoLL et CTOPOHDL...".

«=|2|H BE

| ADFS

~ [ Cnyx6a
| Xpanunuwa atpubyTtos
| MeTogel npoBepky NOANMHHOCTI
| CepTndukatel
| Onuncanna yTEepxkgenmii
_| Perucrpauun yctpoiicTea
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“| MonuTikn koHTpona gocTyna

| OTHOWIEHNA AOBEQMA NPOEEPAMILLER CTOPCHI

_| OTHOLWEHNA JOBEPNA NOCTABLLMKOE YTEERHAEHNI
| Tpynnel npuacxerni

OTHOWEHWA A0BEPUA NPOBEPAIOILER CTOPOHBI
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[o6aEnTe OTHOLIEHWE AOBEPWA NPOBEDAMILLEA CTOPOHBL...
Bug

Hoeoe okHo oTcroaa

OBHOBWTE

Cnpaexa

2. Ha Bknagke "[lo6po noxkanosatb!" BbibepuTe "MogaeprKMBaloLme yTBepXKACHUA" 1 HaXKMUTe

"3anyctutb".


https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-dvuhfaktornoi-autentifikacii-dlya-prilozhenii-opublikovannyh-v-wap
https://support.indeed-id.ru/Knowledgebase/Article/View/365
https://support.indeed-id.ru/Knowledgebase/Article/View/365

3. Ha Bknagre "Bblbop UCTOUHMKA AaHHbIX" yKaxmTe URL agpec Bawero npuaoxeHua 1

HaxkmuTe "fanee".

® NHdopmaumna

B KauecTBe nprmepa paboTbl paclunMpeHna NCnonb3yeTca CTaHgapTHasA cTpaHmua
ADFS idpinitiatedsignon.htm. Agpec meTagaHHbIX MCnonb3yeTca A4nA AaHHOM

CTPaHULbI.

"'@ MacTep goBaeneHnA oTHOLIEHWA 0EEQWA NPOEEPAOLLER CTOPOHEI
Bmbop MCTOUHMKE AAHHBLIX

lllara .
BrifiepuTe cnocod, MCnonbSYEMeIR MaCTEPOM ANA NONYYEHWA AEHHB of 3TOR NPOBEPAIDWER CTOPOHE:

@ [oGpo noxanoeats!
(®) MMNopT 0aHHLE 0 NPOBEPANILER CTOpOHE, oMyBNMKoEaHHLEE B MHTEpHETS MM NoKansHoR ceTi

@ BriBop MCTOUHMKE OEHHBD

BrifepuTe gaHHENR NapaMeTp, 4Tobkl MMNOPTMPOEaTE TPetyEMEIE AAHHEIE W CEpPTUDMKETE M3

@ Brifpats nonvTvKy OpraHW3aLMW NPOESPADLLER CTOPOHE!, KOTOPSR MyGNUKYET METaAaHHEIE fefepa & MHTepHeTE wnn
YMPSENEHWA AOCTYTIONM B NOKaNLHOA cemi.
@ [oToBHOCTE ANA Anpec meTanaHHbX henspalan jama ysna unn URL-appec):

ApAEENSHWA 0THOLWEHKA

LOBEpMA |I'rttps:ffadfsnew.indeed.|u:uu:aI!.-‘Teu:lemtiu:unmeiau:IataKEDD?-DEﬁedemtiDnmetadata =ml

@ loToso Mpumep: fs.contoso.com wmi hitps:/fwww contoso .com/app

() MMnNopT GaHHLDE 0 NPOBEPAKILEH CTOpOHE WS dalina

BrifepuTe gaHHEIR napameTp, YTobsl MMOOPTMROEETE TRedyeMbIE ASHHEIE M CEPTWMKETEI M3
OpraHWSaLMM NpoBEpAIDLWEA CTOPOHE!, KOTOPEA 3KCNOPTMROEaNa MEeTalaHHEIe feaspaui B daidn.
YhemMTeck, 4To 3TOT AN NONYYeH 0T AOEENEHHOMD MCTOUHIWKE . 3TOT MacTep He ByneT NpoBEpATE
WMCTOYHKE aina.

MecTononoxeHWe GaAnos MeTaIaHHED e ASpaLMN:

Ofzop...

() Beoa DAHHED: 0 NPOBEPRAIDLLEN CTOPOHE BRYUHYID

BriGepuTe oaHHEIR NapameTp, YTobel BEECTH Tpefyemele OaHHEIE 06 OpraHUSaLA NpOEEDAOWER
CTOPOHE! BPYYHYHD .

< Hasan Hanee = CmaeHa

4. Ha Bknagake "YKasaHue oTobpa)kaemoro MMeHu" BBeguTe MMA 1 onmncaHune 418 Balero

OTHOLLeHWA goBepusa 1 HaxkmuTe "[Nanee".



5. Ha BKknagke "BblibpaTh NOAUTUKY yripaBaeHuA 4OCTYNOM" BbiGepuTe NoaxXoaaLlyo Bam

NOANTURY C 3anpocom MFA, 13 npeanorKeHHbIX N0 YMOAYaHMIo, TaK»Ke Bbl MOXeTe 406aBuTb

NMPOn3BOJ/ibHbIE MOMNTNKN KOHTPOAA A40CTYyNa.

lllara
@ [oGpo noxanoeats!
@ BreiBop MCTOYHWMKE OEHHBLD

@ YkasaHwe oTofpaxasmoro
WMEHI

@ BwiBpate nonvmaky
YNPEENEHWA QOCTYTIOM

@ [oToBHOCTE AnA
Ao0aENEHNA OTHOWEHA
ACBEPKA

@ loToBo

% MacTep goBaeneHnA oTHOLWEHWA A0EEPWA NPOEEPARILLER CTOPOHEI x

BuibpaTh NONMTHKY yNpasneHna AOCTYNOM

BriGepWTe NONMTHKY YNpPEENEHWA OOCTYTIOM:

Mg Onvcanue ~
Pazpewerne ana kaxnoro w sanpoc MFA [pepocTaebTE OOCTYM BCEM W 3an[
A3PEILEHIE ANA KAXO0r0 1 3anpoc ONA BHEWHI Nonb3...  [peaocTaEneHMe QoCTyNa NoNb306

Paspewetue onA kaxnoro v sanpoc MFA ona onpepenenqoi ... [NpegocTaeneHye OOCTYNE Kax oo
Paspewenne ana kaxnoro v sanpoc MFA © HenpoeeperHer y...  [NpegocTaeeTe QOCTYN BCEM W Zanp

Paspewetne anA Kaxaoro. MpegocTaBneHe AOCTYTIA Kaxaom
Paspewete ana onpeaeneHHof rpymns MpegocTagneHe OOCTYTA NONb30E
PazpelweHie OocTyrNa Yepes MHTPACETE ANA KaXaoro MpeaocTaELTE OOCTYN NONES0BATE
Posranmim oran s mafnear MEA nocnonmem aorAsaamaee [y p——
£ >
Monumaxa

PazpelueHie NonES0EaTENAM
W TpefyeTCA MHOM oK TOPHYEA NPOEEPKE NOANMHHOCTA

[] He HacTpameaTe nonumikik yNpasneHA GOCTYNOM B 3TOT pas. HW 044H NonsS0BaTENE HE NOnyuuT
ODCTY K STOMY MPMNOXKEHUID .

< Hasan Omveria

6. OcTanbHble NapameTpbl OCTaBbTe MO YMOAYAHMIO.

7. Ons npymeHeHnA n3MmeHeHUn nepesanyctuTe cay»xoy AD FS.

PaboTa paclumpeHua




NHdopmauua

Mo ymonuaHuio cTpanuua idpinitiatedsignon.htm otkntouena B AD FS 2016, gna BkAoyeHuA

3anyctute PowerShell oT meHV agMUHUCTpaTOpa 1 BbINOIHUTE KOMaHAY:

Set-AdfsProperties —EnableldplnitiatedSignonPage $True

. OTkpoiTe TecToByto cTpaHuuy ADFS: https://YourDomainName/adfs/ls/idpinitiatedsignon.
htm

. BbinonHuTe Bxoga.

. Nocne BBOAA 4OMEHHOr0 10rMH/MNAP0NA YKaXMTe AaHHble 418 BTOPoro ¢pakTopa.

ADFS

[obpo noxanosats INDVAmMIn-Indeed

B uenax GezonacHocTM HEOOXOAMMO YKAZaTh

AONONHWTENEHEIE JaHHEIE AR NDOESDKK jl"-IETHDﬁ
2anKci

Indeed Id Enterprise Authentication
COne Time Password




4. Mocne KOPPEKTHOro BBOAA AaHHbIX ByaeT BbIMO/HEeH BXOA.

ADFS

Bel eminoaHnn BEXOm.

Brixog
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