Indeed AM Admin Console

Indeed AM Admin Console - 310 Web-npunorkeHune, Kotopoe paboTaeT Ha 6a3e IIS. B gaHHOM
MoZyne ocyLecTBAseTca agMUHUCTPMPOBAHME CUCTEMbI, Yepe3 KOTOPYH NPOM3BOAATCA BCe

HACTPOWMKM CUCTEeMbI 1 NoNb30BaTenen.

® UHdopmaumna

@ainbl gna Admin Console pacnonorkeHsbl: indeed AM\Indeed AM Admin Console\<Homep

Bepcumn>\
® |ndeed.AdminConsole-x64.ru-ru.msi - MakeTt gna yctaHoBkmn Admin Console.
[ononHuTtensHble dannbl ana yctaHoBkmM Admin Console pacnonorkeHbl: indeed AM\

® Misc\Server2008\Indeed.AdminConsole.lIS.Install.LMSServer2008.ps1 - CkpunT ans
YCTaHOBKM Heobxoanmbix komnoHeHToB |IS cepsepa gna Windows Server 2008.

® Misc\Server2008\NDP452-KB2901907-x86-x64-AllOS-ENU.exe - [MakeT C
obHoBneHmnem Microsoft .NET Framework 4.5.2 gna Windows Server 2008.

® Misc\Server2012\AccessControllnitialConfig\Indeed.AdminConsole.lIS.Install.
MSServer2012.ps1 - CKpunT Ana ycTaHOBKM He0b6xoanMbIX KomnoHeHToB IIS cepeepa

ana Windows Server 2012.

YcTaHoBKa

1. Beinonnute yctaHoBKy Indeed AM Admin Console yepes 3anyck nHctannatopa Indeed.

AdminConsole-x64.ru-ru.msi.
2. [o6aeuTb NnpmeasKy https B HacTponkax Default Web Site B 1IS Manager.

® UHdopmaumna

Indeed AM Admin Console aBnaetca Web npunoxkeHnem, KoTopoe paboTaeT Ha 6a3e
[IS, B npouecce ycTaHOBKM A4 Hero no ymMon4aHuio BKA4YaeTca 0693aTenbHo
TpeboBaHue SSL B HACTpOIKax, YTO B CBOO o4epeab TpebyeT BKAYEHHON NPUBA3KN

https.

Ecan Bbl HE HAMEpeHbl UCNob30BaTb NPOTOKo https, HEOHX0ANMMO OTKAOUUTL

TpeboBaHme SSL B HacTporkax IIS gna Admin Console.



a. 3anyctute lIS Manager v packporite nyHKT CainTel (Sites).
b. Bei6epuTe caint Default Web Site 1 HaxkmuTe Mpusasku (Bindings) B pasaene [Jeicteuna
(Actions).
c. Haxkmute flo6aBuTtb (Add):
i. Tun (Type) - https.

ii. MopT (Port) - 443.

iii. BoibepuTe SSL-cepTuduKat (SSL Certificate).
d. CoxpaHuTe npnBA3KY.

3. HacTtpouTb genernpoBaHue Kerberos gnsa KomnbioTepa c ycTaHOBAEHHbLIM NPUAOXKEeHMeM

Indeed AM Admin Console.
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4. NobasuTtb npunoxeHre Admin Console B local Internet.

Bel ModeTE 0oRaBNATE B 3Ty S0HY BED-CAMTHI M YOANATE MX
M3 Hee, 3a0aHHkEIE ANA 30HE NapaMeTpel BesonacHocT ByayT
MCNONE30BATHCA ANA BCEX £ CAATOB,

NoBaBUTE B 30HY CNEAYHOWMA Y3EM:
| | | | [oBaEuTE |

Bef-caliTh:

http://EMC2.indeed-d.local ¥OanuTh
https: /fEMC2.indeed-id.local

[ ] Ana ecex caliToB 3Toii 30H! TpEfByeTCA NpoBepka cepeepoe (hitps:)




PeaakTuposaHue KoHpUrypaumoHHoro ¢panna.

1. OTKpoiTe KoHbUrypaumoHHbI dainn koHconu Web.config (C:
\inetpub\wwwroot\iidemc\Web.config).
® WHdopmauma

[nAa coxpaHeHUs n3mMeHeHn B KOHUrypaumMoHHOM danne NnpunoxkeHus, Tpebyertca

3anycTuUTb peaakTop C NpaBamMm agMUHUCTPaTopa.

2. Ykaxkute URL gna nogkntoveHuna Kk cepeepy Indeed AM ana napameTtpa Url e Tare
amAuthServer.
a. NapameTp Url - url agpec cepsepa Indeed B8 popmaTe http(s)://
nonHoe_dns_uma_cepsepa/easerver/

® UHdopmaumna

[na nrHopmpoBaHMa oWKMBOK cepTudmnKaTa cepeepa HEO6X04MMO N3MEHUTb
napameTp "islgnoreCertErrors” Ha 3HaueHuve "true" B dpaline "applicationSettings.
config" (iidemc\Config).

Mpumep

<amAuthServer Url="https://amserv.indeed-id.local/easerver"/>



3. 3aganTe url gna nogkntoueHua K nor cepeepy. Pegaktupyem Ter logServer.

a. URL - url ans nogkntouenusn K log cepsepy B dopmarte http(s)://
nonHoe_dns_umaA_cepsepa/ils/api.

MNpumeuaHue

ECﬂMIACHOﬂbByeTCHHeCKOﬂbKOCQpBQpOB,yKaBHBaeNIaﬂp€C6aﬂaHCMpOBU4MKa

Harpysku.

b. CertificateThumbprint - ecnv 3akpbITbIN KNtOY B peecTpe, a cepTUUKAT B XpaHUImLLE
KoMMblOTEpa.

c. CertificateFilePath - ecnv kKntoueBasa napa B pfx.

d. CertificateFilePassword - naposnb ot pfx.

Mpumep

<logServer Url="http://log.indeed-id.local/ils/api/" CertificateThumbprint=""
CertificateFilePath="" CertificateFilePassword=""/>

4, MNocne pegakTUpoBaHNA KOHPUrypaLnoHHbIX pannos nepesanyctuTe lIS cepeep. Admin

Console 6yaeT gocTtynen no agpecy: "http(s)://nonHoe_dns_uma_cepsepa/iidemc/"



HacTtpoiika Bxoga B Admin Console c ucnonaosasmem SAML IDP

® UHdopmaumna

[laHHasa HacTpoMKa He ABNSAeTCA 0b6A3aTenbHOM

1. OTKpoWTe KoHdUrypaumoHHbin dainn koHconn Web.config (C:
\inetpub\wwwroot\iidemc\Web.config).
2. Yraxknte URL ana nogkntouenms K cepeepy Indeed SAML gna napameTpa loginUrl B Tare

amAuthentication.

a. NMapamertp loginUrl - url agpec cepsepa c yctaHoBneHHbIM KomnoHeHTom Indeed SAML
idp B8 popmaTe http(s)://nonHoe_dns_nma_cepsepa/iidsamlidp/

<amAuthentication mode="Saml" loginUrl="http://saml.demo.local/iidsamlidp"/>

3. B 6n0Ke:

<authentication mode="Windows">
<forms loginUrl="~/Account/Authenticate"></forms>
</authentication>

3ameHuTe 3Ha4YeHne napameTpa mode Ha Forms
<authentication mode="Forms">

<forms loginUrl="~/Account/Authenticate"></forms>
</authentication>

4. CoxpaHuTe n3meHeHus B KOHPUrypaunmoHHom danne.

® NHdopmauma

[lna OTKAKYEHMA 3anpoca AOMEHHOro JI0FMH 1 Napona HeobXxo4MMOo BKAKUUTD '

MNposepky noanmHHocTn Windows" ans iidsamlidp, Ha cepsepe SAML.

HacTtpoiika Bbixoga n3 Admin Console npu ucnonbsosaHmem SAML idp



. OTKkpolTe KoHbUrypaumoHHsblin dpain koHconmn Web.config (C:
\inetpub\wwwroot\iidemc\Web.config).
. Ona tera amAuthentication go6asbTe napameTp enableLogout co 3HaueHue true (Mo

ymMmonyaHuio false).
MNpumep
<amAuthentication mode="Saml" loginUrl="http://saml.demo.local/iidsamlidp/" enableLogout="

true'/>

. OTkpoiiTe KoHPUrypaumoHHblin dpainn SAML Web.config (C:
\inetpub\wwwroot\iidsamlidp\Web.config).
. Ana napameTtpa EmcServiceUrl B Tere amPartnerServiceProviderSettings yka>xkute URL

agpec cepsepa Admin Console.
Mpumep
<amPartnerServiceProviderSettings SelfServiceUrl="http://dc.demo.local/iidselfservice/"

EmcServiceUrl="http://dc.demo.local/iidemc/"/>

. na Bbixoga n3 Admin Console BbinonHuTe:
a. HaxkmunTe Ha umA nonb3oBaTena B BepXHEeM YacTu OKHa.

b. BuibepuTe "BbinTK" 13 BbiNagatoLLero cnmcka.

® UHdopmauma

Mpwn Bbixoge n3 Admin Console nponcxognT aBToMaTMdeckunin Beixog 13 SAML

idp.
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