Indeed AM SMS OTP Provider

@ 1 MNpoBangepa

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

® NHdopmauma

@aiinbl gna Indeed SMS OTP Provider pacnonoseHbl: indeed AM <Homep Bepcun>\Indeed
AM Providers\Indeed AM SMS OTP Provider\

Server\<Homep Bepcum>\Indeed€A.AuthProviders.SmsOTP-<Homep Bepcnun>.x64.ru-
ru.msi - lNMaxkeTt gnAa yctaHoeku Indeed SMS OTP Provider Ha cepBep Indeed AM Ha 64-x
6uTHOM OC.

Server\<Homep Bepcmn>\IndeedEA.AuthProviders.SmsOTP-<Homep Bepcumn>.x86.ru-
rumsi - lMaxkeTt ana yctaHoeku Indeed SMS OTP Provider Ha cepBep Indeed AM Ha 32-x
6uTHOM OC.

Client\<Homep Bepcumn>\IndeedID.SMSOTP.Provider.msi - lakeT gna ycTaHOBKM
Indeed SMS OTP Provider Ha KAMeHTCKMe MaLUUHbI.
IndeedAM.SMSOTP.Password.Encryptor.exe - YTunuta gna wndposaHma napona SMS
Wwao3a

Misc\ - ®aisibl WaboHOB NOMNTUIK.

O komnoHeHTe Indeed AM SMS OTP Provider

MNpumeyaHue

Ona vcnonb3soBaHuma Indeed AM SMS OTP Provider Heo6xoanmo Hasanume cMc LA3a.
[aHHbIM W3 4oKeH 6biTb 4OCTYMNEH C Kaxkgoro cepeepa Indeed AM, Ha KoTopom

npeanonaraetca yctaHoBKa Indeed AM SMS OTP Provider.

[na ncnonb3oBaHWA NpoBaligepa y Nosb30BaTena 40NXKeH ObiTb 3a4aH HoMep TenedoHa B
aTpubyTe no ymondaHuio "telephoneNumber” vav B gpyrom HacTpoeHHoOM aTpubyTe,

MHa4ve NpoBangep byaeT He 4OCTyNeH A4/19 UCNO/b30BaHMUA.

O6yuyeHuve ana aytTeHTUdUKaTOpPa He TpebyeTcs.



KomnoHeHT Indeed AM SMS OTP Provider npegHa3Ha4veH gna ayteHTMdUKaLMM Nonb3oBaTtesien C

nprUMeHeHnem TexHO/1I0rM1M 0gHOPa30BbIX NAaposien, 4oCTaBNAeMbIX Nosb3oBaTenam no SMS,

OaHopaszo0BbI Maposib NpeacTasafaeT coboit Habop cayyanHbiX CMMBoAoB (Undp, cneunanbHbIX
CMMBOJI0B U1 NaTUHCKUX BYKB). FeHepalma napona nponcxoauT Ha cepsepe Indeed AM, 3aTem
naponb nepegaetca Ha SMS w03, nmerowmnca B MHPpacTpyKType KnmeHTa, nocne OTP
oTnpaenAeTca Ha Homep TenedoHa nonb3osaTens. [Nepegaya AaHHbLIX MPONCXOANT NO NPOTOKONY
SMPP (aHrn. Short Message Peer-to-Peer).

YcTaHoOBKa

1. BoinonnuTb yctaHoBky SMS OTP Provider yepes 3anycK COOTBeTCTBYHOLLEro NaKkeTa.

UHdopmaumna

Ecnn B MHDpaCTpYyKType Ncnonb3yeTca HeckonbKo cepeepos Indeed AM, To

YCTAHOBRY nposaﬁ,qepa HeO6XO,D,VIMO BbIMNO/IHUTb Ha BCeX cepBepax

MHbPaCTPYKTYPBbI.

Mpn ncnonb3oBaHMKM NpoBangepa B KAMEHTCKUx cueHapumax ¢ Indeed AM Windowsl
Logon 1 ESSO Agent, Heo6x04MMO BbINOAHUTL YCTAHOBKY NpoBaligepa 13 nankm

Client Ha KAMeHTCKMe MaLlWHBbI.

2. Mocne 3aBepLlUeHNA YCTAHOBKM MOYKeT NoTpeboBaTbCA Nepe3arpysKka cMctemsl. Ecam
nporpamma yCTaHOBKM NpegsaraeT BbiNOAHUTbL Nepesarpy3Kky, nogTeepamte gaHHoe
aencreue.

3. YaoaneHve/BoccTaHoBneHMe NpoayKTa oCyLecTBaAAeTcA CTaHAAaPTHbIM 44

nogaep*mneaembix OC cnocobom, yepes meHto MNaHenb ynpaBneHus.

HacTpoiika napameTpoB ayTeHTUbMKaL UM

® UHdopmaumna

MNepeg HAaCTPOMKOM rpynnoBoM NOAUTUKM HEOBX0AMMO 406aBUTbL B CINCOK
aAMUHUCTPATMBHbIX WAabA0HOB WabnoHbl NoanTuk Indeed AM. Qaiinbl WabAoOHOB NOANTUK

BXOAAT B COCTaB ANCTPUBYTMBA NpoBangepa 1 pacnosioxKeHbl B kKatanore Misc.

HacTpoiika aTpubyTta c Homepom Tene¢oHa

[nAa cmeHbl aTpnbyTa No yMOMYaHUIO HE0BX0ANMO 4006aBUTbL NapameTpbl B KOHOUMYpPaLMOHHbIN

dain cepeepa (C:\inetpub\wwwroot\easerver\Web.config).



® [o6aeutb Ter "userMapRules” B Tere "adUserCatalogProvider".
[ob6asuTb Ter "adObjectMapRule” B Tere "userMapRules"c napameTtpamu:
© “attribute="Phone"" - Yka3biBaeT Ha n3meHAeMbI NnapameTp.
©  "adAttribute="mobile"" - Yka3biBaeT c Kakoro aTpmnbyTa AD 6paTb 3HaueHue.
®* [lob6asuTb Ter "objectTypeSettings".
¢ [lobasuTtb Ter "objectSetting" c napameTpamu "category="person" class="user

MNpumep

<adUserCatalogProvider id="userld" serverName="ind.loc" containerPath="DC=ind,DC=loc" userName="
userAdmin" password="Q1g2E3e4">

<userMapRules>
<adObjectMapRule attribute="Phone" adAttribute="mobile"/>
<objectTypeSettings>
<objectSetting category="person" class="user"></objectSetting>
</objectTypeSettings>
</userMapRules>
</adUserCatalogProvider>

Cepsuc otnpaBku SMS

MonuTtmKa npumeHaeTca K cepeepam Indeed AM v onpegensaeT cnegytolime HaCTPOWKM anq

cepBepa oTnpaBkm SMS:

® Usetls - Vicnonb3oBaHwue wundppoBaHUAa.

* URL(IP-agpec) - Agpec nogknoUeHus K cepeepy.

® [opT - MopT NnogkAo4YeHns K cepeepy.

® Systemld (/loruH) - ima yueTHO 3anmcK AnAa NOAKAKOUYEHUIO K CepBepy.

®* [Maponsb - Naponb yyeTHOM 3anNncK ANA NOAKAKOYEHMA K cepBepy.

® UHdopmauma

Maponb MoXKeT bbITb 3a4aH Kak B ABHOM, Tak U1 B 3andpoBaHHOM Buge. Ana wndpoBaHmsa

napona Heobxoanmo ncrnonbsosaTb yTuanTy IndeedAM.SMSOTP.Password.Encryptor.exe,

BXOAALLY B COCTaB ANCTPMOYTHBa NpoBargepa.

¢ SystemType - MNone PDU onepaunn BIND_TRANSCEIVER npoTtokona SMPP.

®* OTtnpaBuTtesnb - VimAa oTnpaBuTens, KoTopoe byaeTt oTobparkaTbca npu noayyeHun SMS.



® [ononHuTtenbHbi TeKcT nepeg OTP - Mpon3BoAbHbLIM TEKCT CO0OLLEeHNA, NpeaLLecTBY LW
ogHopazoBomy naponto. No ymonyaHuio otnpaenseTca Tonbko OTP, ona 4ononHUTeNbHOM

HaCTPOMKM NapamMeTpoB UCMO/b3yiTe CaegytoLme napameTpbi:

© <app> - Vima npunoxkeHus, oTNpaBmMBLLEro 3anpoc Ha aBTOPM3aLUIO.
© <requestLocalServerTime> - /lokasnbHOe cepBepHOe BpemaA Noay4yeHunsa 3anpoca.
© <requestComputerDns> - DNS nma komnbtoTepa oTnpasmBLLero 3anpoc.

© <requestComputerlp> - IP agpec KomnbloTepa oTNpaBuBLLEero 3anpoc.

® UHdopmauma

OTobparkeHne OTP Koga He HacTpauBaeTca, OTP Bcerga oTobparkaeTca B KOHLE

coobLeHuA.

[lns nepeHoca CTPOK OTNpaBaaemMoro coobLeHsa HeobxoanMmo BHeCT
nameHeHna B peectp HKLM/SOFTWARE/Policies/Indeed-ID/BSPs/SMSOTP.
N3meHnTe 3HaueHMe gnAa ctaporo napameTtpa "message0TP" c Tunom "REG_SZ",
Ha "messageO0TP" c Tvnom "REG_MULTI_SZ".

PenakTMpoEaHWE MyNbTUCTPOKM -

MNapameTp:

message0 TP |

HaueHwe:

|P: zrequestComputerip:

DMS: <requestComputerCns:
Bpemna: <requestLocal ServerTime:
MpunockeHre) <apps

Your password:

0K | | Crmaeta

* Bpemsa oxugaHua ctatyca SMS - Bpemsa oxngaHua nonyyeHuns ctaTyca oTnpasneHHoro SMS
C cepBepa.

® PDU co ctatycom SMS - PDU, B KOTOpOM CcepBep NpucbiaiaeT cTaTyC OTNPaBAeHHOro
coobLeHus.

® source_addr_ton - Tun Homepa (Type of Number) ans ncxoaHoro agpeca.

® source_addr_npi - MHgnkaTop Cxemsl MpuceoeHma Homepos (Numbering Plan Indicator) ana

McxogHoOro agpeca.



dest_addr_ton - Tun Homepa (Type of Number) ana agpecaTa.

dest_addr_npi - ViHankaTop Cxembl MNpucsoennsa Homepos (Numbering Plan Indicator) gna

agpecaTa.

esm_class - Yka3biBaeT Message Mode & Message Type.

registered_delivery - ViHanKkaTop A4na Toro, 4To6bl 0603HAYNTL, UTO 3anpaLlMBaeTCs

pacnuncka o noay4venmn SMSC nnm noareepkaeHmne SME.

data_coding - OnpegenseTt cxemy KOAWPOBKU NMOSb30BaTE/IbCKUX aHHBIX KOPOTKOro

coobLeHus.

E‘ Cepeuc oTnpaekun SMS
) He zanano KomMmeHTapuiA:
®) BrnroueHo

() OmentoueHe

TpeboBaHWA K BEpCHM:

MapameTpr:

Mpeasaywnia napametp

Cregyrouni napameTp

Windows XP v Bonee nozgHue Bepcun

Uze tls

URL(IP-agpec): |5mpp.qtelemm.ru

Mopr: |B057 =

W

Systemid(floruw): |29955.5

MNapone: |

SystemType: | 51

CTnpaerTenk: |Ir1u:|eeu:|-|u:|

JeoneanuteneHeld Tekct nepeg OTP: |Bpema: <requestlocalServerTime= OTP |

Bpema cokmaaqwa cratyca SMS: |10

Ll
W

PDU co cTamycom SMS: | SUBMIT_SM_RESP v |

MNoaknuaTecs Kak | Transcemer

v]

MNapametpw SMPP:

source_addr_ton |1

source_addr_npi |1 =
dest_addr ton |1 :
dest_addr_npi |1 =
esm_class |0 G

registered_delivery |1

data_coding |8




HacTpoiika popmaTta coobieHun

MNonuTrKa No3B0OAET 3a4aTb HACTPOMKM dopmaTa oTobparkeHua aaThl. [pumepbl popmaTos
MOXKHO NoCMOTpeTb No ccbinke https://docs.microsoft.com/ru-ru/dotnet/standard/base-types

/standard-date-and-time-format-strings
Brkntoyen (Enabled)

[aTa bygeT oTobparkaTbCA COrnacHo 3a4aHHOMY B NOAUTUKe dopmaTy.

) He saasHe KomMmeHTapKIA:

(® BrnroueHo

(_) CrenroyeHo

TpeBoBanua K BEPCHM: | \indows XP u Gonee No3AHWE BEPCHK

MapameTpr:

Doprat aaTe: |d

HacTpoiiku reHepauum ogHopasoBoro naponsa

Monntuka npnmmeHAeTCA K cepeepam Indeed AM 1 nossonseT 3a4aTb 4AnMHy U BXOXaeHue rpynn

CMMBO/I0B NPV reHepaummn 04HOPa30Boro Napons.
He 3agar (Not Configured) nam Otrmoqen (Disabled)

Ecnv nonnTMKa He 3agaHa UM OTKAKYeHa, TO Naponb ByaeT coCToATb U3 UMdpP U UMeTb ANNHY 4

CMMBOMOB.


https://docs.microsoft.com/ru-ru/dotnet/standard/base-types/standard-date-and-time-format-strings
https://docs.microsoft.com/ru-ru/dotnet/standard/base-types/standard-date-and-time-format-strings

Brkntoyen (Enabled)

OpgHopaszoBbIf Naponb byaeT reHeprMpoBaTbLCA COrMacHO 3a4aHHbIM B NOAUTMKE Npasunam. Ecam
NoANTMKA He onpegesieHa UK BblKAKYeHa, To Naposb byaeT cocToATb U3 uMdp, CTPOUHbIX

NATUHCKNX BYKB 1 UMEeTb A4/IMHY 6 CUMBO/OB.

) He saaavo KomMmeHTapKrid:

(® BraroyeHo

) OrentoueHo
TpeboBanua K BEpCI | \windows XP 1 Gonee nosaHMe BEpCHN
MapameTpe:
Lal
Npvha oaHopasosoro napons | 10] -

BxomaeHue rpynn CUMECNCE:
Undpei

CTpoYHEE N3TUHC KME BYKER
MponUcHEE NBTUHCKWE BYKER

CReuWanEHEI e CUMEDE




HacTtpoitkn ogHoBpemeHHOro nogrnoveHuns K cepsepy SMPP

MonuTnka NnprumeHaeTca K cepeepam Indeed AM 1 onpegenaeT NopAa0K 06paboTKM 3anpocos K
cepsepy SMPP. BKntouyeHMe NoaMTUKM MoXKeT 6biTb Heob6XxogMmo, B ciydae ecnm cepeep SMPP He
noaaepsK1mBaeT HeCKO/IbKO MOAK/AUYEHMIA OT 04HOr0 Nosb3oBaTtens (y4eTHoM 3anmcK, yKa3aHHoM B

nonutuke Cepsuc otnpaskun SMS) ogHOBpEemMeHHO.
He 3agaH+ (Not Configured) nan OtkmoueH (Disabled)

MNoakntouerHue K cepeepy SMPP 1 3anpockl Ha 0TAPaBKy CO06LWEeHN ByayT NponcxoanTb

napansnesbHo.
Brntoyen (Enabled)

MogkntoueHne K cepeepy SMPP 1 3anpockl Ha 0TNPaBKY CO06LEeHU ByayT NPONCXOANTb

nocsegoBaTesnbHoO.
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