Online-pexxum paboTbl

[na paboTbl Indeed Certificate Manager c BanugaTa YU, B online-perknme Heobxogmmo
npegocTaBUTb AOCTYN Ha YTeHMe 1 3anucb K KaTasnory ansa obmeHa dannamm c LleHTpom
Ceptndunkauymm BanvagaTa n HacTponTb nogrnoyveHme K APM AgmunHucTtpaTtopa LleHTpa

Pernctpaunmn BanmngaTta YL, c nomowbto ceptudumrkaTta OnepaTtopa LP.

Beinyck ceptudumrkaTta OnepaTtopa UeHTpa Perncrpauumn

B online-pexkunme paboTel c BanuaaTon YL Indeed CM 3ameHsaeT cobomn APM OnepaTopa LUP
Banvgata. 1na paboTbl B AaHHOM pexknme Heobxoanmo PaspewmTb yganeHHoe nogralyeHmne

K cepBuUcy B HacTporkax LleHTpa Peructpauum v nogrotosuts ceptnudmnkaTt OnepaTtopa LIP.

Ceptudpumkat Onepatopa LIP ncnonbayerca Kak npm nogrknoyeHun K cepsucy LIP ana
BbINO/IHEHMA ayTeHTUdKUKauMM no npotokony TLS, Tak v gna nognucadma XML wabnoHa
Ha nosly4yeHme 1AM 0T3biB cepTudurKaTa Kntoda nposepku Il nonb3oBaTens, 1 40MKeH
cogep:<aTb OID OnepaTop Llentpa Peructpaumn (1.3.6.1.4.1.10244.6.1) n OID MNposepka
nognnHHocTtn TLS knmenTa (1.3.6.1.5.5.7.3.2).

CepTtudukaT OnepaTtopa UP moxKHo BbINyCTUTb C cnonb3oBaHnem BanmaaTta CSP uaum c
nomouubto Kpuntollpo CSP.

HuyKe onmncan npouecc Bbinycka ceptudmkaTta Onepatopa LIP B LleHTpe Peructpauum

BanugaTta YU c ncnonbsosaHvem Banngata CSP:

1. AnAa co3ganusa wabnoHa cepTnudmnKaTa BoibepuTe NyHKT meHto LleHTp Perncrpauum -
CdopmupoBaTb 3anpoc Ha cepTuduKaT aboHeHTa 13 0CHOBHOro meHo APM
AgmuHucTpaTopa LP.

2. B noaBmnBliemca okHe BbibepuTe WaboH, ecsiv oH Bbin No4rOTOBMAEH paHee, N HaXKMUTe
Danee.

3. 3anonHuTe aTpmbyTbl cepTuduraTa gna noctpoeHs Umenn Bnagenbua ceptndukara,
yCTaHoBMTe onuuio PaspewunTb reHepaumio Knya wmndpoBaHUA, eciv TpebyeTtca, 1
HaxkmuTe [lanee.

4. BoibepuTte obnactb npumeHeHuna kntoda: Onepatop LP v MpoBepka nogamHHocTm TLS
KnaneHTa 1 HaxxkmuTe [anee.

5. BuibepuTte pernameHT cepTudmKaTa n Haxkmute fanee.

6. BbibepuTe gononHeHuna ana ceptudunkaTta n HaxxkmuTe fanee.

7. 3apanTe aTpmbyThl anbTepPHAaTUMBHOro MeHu Bnagenbua ceptudpukaTta, ecam 31o

TpebyeTca,  HaxkmuTe MOTOBO.



Ecnu cepTndumkaT 6bia BbiNyLeH ¢ nomMolwbio BanmaaTta CSP, To Heobxoanmo npeobpasoBaTth

ero 3akpbITbi Koy 13 Validata GOST R 34.10-2012 CSP s Crypto-Pro GOST R 34.10-2012 CSP:

1. 3anyctuTe oT umeHn agMuHucTpaTopa npunoxkeHue Validata CSP.
2. MepenigmTe Ha BKnagky Knwouu. B none MNpeobpasoBaTtsb BbibepnTe COOTBETCTBYOLWME
nons
® Ws3:Validata GOST R 34.10-2012 CSP
® B:Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider:
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3. Cneaya noacKkaskam MacTepa NpeobpasyinTe 3aKpbITbIM KAY cepTUdUKaTa
OnepaTtopa LP B Crypto-Pro GOST R 34.10-2012 CSP.
4, YcTaHoBMTE Npeobpa3oBaHHbIN Kou 1 cepTudukaTt Onepatopa LIP B KoHTelHep

NOKanbHOro xpaHunuwa paboyen ctaHumm (cepsepa Indeed CM).



5. BoigaiTe cucTeme npaBa Ha YTeHMe 3aKpbIToro Katda ceptudukaTta OnepaTtopa,
KOTOPbIN Bbi7 YyCTAHOB/MEH Ha NpeablayLem Lware:

® [MepenanTte B ocHacTKy CepTudukaTol (Certificates) komnbioTepa, Ha KOTOPOM
ycTaHoBneH cepeep Indeed CM.
® KAMKHUTE NpaBoM KHOMKOM MbIlLY Ha cepTudmkaTe, Boibepute Bee 3agaum (ALl
tasks) > YnpaBneHue 3aKkpbITbiIMK Katouamu... (Manage Private Keys...).
® Haxkmute flo6aButb (Add), yKaxuTe cepsep B MeHio PaameweHue (Location),
yKarkute nokansHyto rpynny lIS_IUSRS e none BeeguTe nMmeHa BbIbpaHHbIX
obbeKToB (Enter the object names to select), HaxkmuTe MposepuTb MMmeHa (Check
Names) n OK.
® BoicTaBuTe npasa MonaHbiit goctyn (Full Control) n YteHne (Read).
® Haxkmute Mpumennts (Apply).
6. YcTaHoBUTe cepTMdUMKAT KOpHEBOro LeHTpa ceptudunkaumm BanmagaTa YU, B xpanunuwie
JlokanbHOro KomnbiloTepa (Local computer), Ha KoTopom ycTaHoBneH cepsep Indeed CM,
B cnvcok floBepeHHbix KopHesbix LieHTpos Ceptuduraumm (Trusted Root Certification
Authorities).
7. YcTaHoBUTe cepTUdUKAT NPOMEIKYTOUYHOro LLeHTpa cepTudmnKaumm 1 CnmMcok
oTo3BaHHbIX cepTudukaTos (CRL) BannaaTa YU, B xpaHunuuie JIokanbHOro Komnbiotepa (
Local Computer), Ha KoTopom ycTaHoBneH cepeep Indeed CM B MpomexxyTouHble LieHTpbl

Ceptudmrauum (Intermediate Certification Authorities).
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