Indeed HOTP Provider

@ WNHdopmauus

®dainbl ana Indeed HOTP Provider pacnonoskeHsi: indeed AM 7.0\Indeed Providers\Indeed
HOTP Provider\<Homep Bepcnin>\

® |ndeed HOTP Provider.x64.ru-ru.msi - NakeT ana ycraHosku Indeed HOTP Provider
® /Misc - @aitnbl WabAOHOB NOANTUK.

0 komnoHeHTe Indeed HOTP Provider

G} WHdpopmauun

MoppobHyto nHdpopmaumio 06 yctporictee eToken PASS Bbi morkeTe nonyunTs Ha
odpuumanbHom caiTe KomnaHum Aladdin: http://www.aladdin-rd.ru.

ABTOHOMHbIV reHepaTop o4Hopa30BbIx Naposei eToken PASS moxHoO ncnonb3osathb AnA
ayTeHTUdMKaLUN B NH0BLIX NPUNOKEHUAX U CYy>KBax, NoaaepHKUBaOLWMX NPOTOKON ayTeHTudmKaumm R
ADIUS - VPN, Microsoft ISA, Microsoft IIS, Outlook Web Access v ap. B eToken PASS peanusosaH
anropuTM reHepaummn ogHopasosbix naponen (One-Time Password - OTP). 3TOT anropyTm OCHOBaH Ha
anroputme HMAC v xaweyHKumm SHA-1. Ana pacyeTa 3HaveHua OTP npuHumatoTca ABa BXOAHbIX
napameTpa — CeKpPeTHbIN KoY (HauanbHoe 3HaueHve 4N reHepaTopa) v TeKyLLee 3Ha4YeH e cueTUmKa
(KonnyecTeo HEOBXOAMMbIX LMK/IOB reHepaumn). HauanbHoe 3HaueHne XxpaHUTCA Kak B CAMOM
YCTPOMCTBE, TaK 1 Ha cepaepe B cucteme Indeed. CHeTumK B yCTpoOMCTBE yBEAMYMBARTCA NPU Kax a0
reHepauumu OTP, Ha cepBepe — Npu Kaxkaon yaadHon ayTeHTudurkaumm no OTP.

1. BeinonHuTb ycTaHoBKy Indeed HOTP Provider yepes 3anyck nHctannatopa Indeed HOTP
Provider.x64.ru-ru.msi.

2. Mocne 3aBepLueHNa YyCTAHOBKM MOKeT NoTpeboBaThCA nepesarpyska cuctemsl. Ecam
nporpamMmma yCTaHOBKW NpeanaraeT BbINOMHUTb Nepe3arpy3ky, NoATBepAnTe 4aHHOoe
aencrteue.

3. YpaneHne/BoccTaHoBEHME NPOAYKTa OCYLLeCTBAALTCA CTaHAaPTHbIM A9 NoAAeP>KMBaEMbIX
0OC cnocobom, yepes meHto MaHenb ynpaBneHus.

[ob6aBneHunn ycTpoiicTea

[lna no6aBneHns ycTponcTea HEO6X0AMMO BbINOAHUTL CneaytoLme AeicTBUS:

1. OTKpbITb KOHCOANb ynpaBaeHns EMC.
2. MepeiTn Ha BKNagKy "YcTpoicTea'.
3. HaaTb "[l06aBWTb YCTPOWUCTBO".

Mowuck ycTpoiicTea

Miposaiinep ayrenTucuKaA Cepuitii Houep.

Email TP

Kowmextapnit

Vs paiina | Bpyseyo

Tun yerpoiicTsa @ain yerporicrs

eToken PASS. - Buopars gain

1 NpumevaHve

Bbl MmorKeTe 406aBUTb YCTPOMCTBO BbI6GpaB daiin c napameTpamMmm yCcTponcTea
(Brnagka "U3 dairna"), nnbo ykasate napameTpsl BpydHyto (Brnagka "BpydHyio").

a. [JobasneHwue u3 dpaina.
® Ha Bknaake "U3 daitna" HaxxkaTo "Boibpath daiin”.
® BoibpaTb daiin dopmata XML c napameTpamu ycTponcTea.


http://www.aladdin-rd.ru/

Mpumep KoHUrypaumm ycTponcTea

<Tokens xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_-Schema-

i nstance"> <Token seri al ="000200071927" > <CaseMdel >5<
| CaseModel > <Mbdel >109</ Mbdel > <Producti onDat e>11/4
/2008</ Pr oduct i onDat e> <Product Nane>Al addi n OTPO v1. 0<
/ Product Name> <Appl i cations> <Application ConnectorlD="
{a61c4073- 2f c8-4170-99d1- 9f 5b70a2cec6}" >

<Seed>884f 20ce4b2c406e0b6199338990bb6cc3f abac403eaa7f 8<
/ Seed> <Movi ngFact or >1</ Mbvi ngFact or > </ Appl i cati on> <
/ Appl i cati ons> </ Token> </ Tokens>

® HakaTb "fob6aButs"

Bpyumyo

Tun yerpoiicraa @aiin yerpoiicrs

eToken PASS - | eTokensPASS XML BuGpars Gaiin Hooasure

b. Job6aBneHune BpyyHyto
® BobibpaTb BKAAAKY "BpyuHyto”.
® B none "CepuitHblA HOMepP" yKaXKnTe cepuiiHbI HOMep yCTPONCTBa.
® B none "CeKpeTHbII KAKY" YKaXKUTe CeKPETHbIN K4 CreHeprpoBaHHbIN
YCTPOMNCTBOM.
® [lone "KommeHTapuin"
® Haxkmute "lob6asuts".

He 06s3aTesnbHbIN NapameTp.

YaaneHue ycTpoiicTea.

[na yaaneHua ycTpoincTea HeobXo4MMO BbINOMHUTL CeayioLlime 4eicTBua:

1. OTKpbITb KOHCONb ynNpasneHusa EMC.
2. MepeTn Ha BKNagKy "YcTponcTea'.
3. B none "MpoBaiaep ayTeHTUdUKauun" BoibpaTs "Hardware OTP", B none "CepuiiHbii Homep",

eC/I U3BECTHO, YKaXKNTe CepuinHbIN HoMep He0bX0AMMOro YCTPOMCTBA U BbIMNOAHUTE MOUCK.
Mowuck ycTpoiicTea

4, BbibepuTe HalgeHHOe YCTPOMCTBO U HaxkMUTe "YAanuTb yCTponiCcTBO".

YetpoiicTsa s verpoicrea

[ Cepuiineii Houep Nposaiaep Mogens.

@ 000200071527 Haware OTP  Aladdin OTPO V1.0

5. B cnnbiBatowem okHe nogreepanTe yaaneHve.

YaaneHue ycTpoicTe

Bl yBEpEHbI, 4TO XOTUTE YAANWUTh BbileneHHsle ycTpoiicTsa?

BHHMaHHe: BMEcTe ¢ YCTPORCTEaMH BYRYT Y, BCe 3af TPHPC
ayTeHTHCDMKATOPEI

OtmeHa

CMHXpOHM3aumA yCTpoiCTBa.
[na CMHXPOHM3aLMKW YCTPOMCTBA HEOBX0AMMO BbINOAHUTL CedyoLmne aeicTeumS:
1. OTKpbITb KOHCONb ynpasneHusa EMC.

2. OTKpbITb KAPTOUKY M0/b30BaTeNA C 3aperncTPMPOBaHHLIM YCTPOMCTBOM.
3. HarkaTb "HacTpoiiku" gns yctpoicTea 1 BbibpaTh "CUHXPOHM3MpOBaTL".



a Hardware OTP &~

Data CepuiiHbIi
PerncTpauun KommeHTapHit HOMep
17.12.2018 eToken 000200071927
17:04:38
# V3MeHnTb
= CMHXPOHM3MPOBaTL
& 3abnokupoBarts
n Passcode X Y[anuTs

4. B none "OgHopaszoBelit Naponb 1" 1 "OAHOPa30BLIA NAaposb 2" yKaxunTe Naponun C ycTponcTea u
Ha*kmuTe "CUHXPOHU3NPOBaTL".

INDEED@

CuHxpoHusauyua HOTP ycTpoicTsa

[INA CHHXPOHM3ALIMH YCTPOICTBA C CUCTEMON HEOBXOAMMO
BBECTH €10 CEPHIAHBIA HOMED M [1BA NOCNENOBATENLHO
CrEHEPMPOBAHHBIX HA HEM O[JHOPA30BLIX Napona B
COOTBETCTBYHOLLME NMONA BBOAA HUKE

000200071927

956324

957432

5. Mocne yCI'IeLI.IHOVI CMHXPOHU3aL NN Bbl 6y,CI,ETE BO3BpalleHbl Ha CTpaHuLy Nonb3oBaTenAa.

Monutuka "HacTpoiikn CMHXPOHW3aL M1 1 NPOBEpKU ogHOpasoBoro naposaa”

3apaet MHTepBan 3HaYeHWUn cHeTUMKa Npn CMHXPOHM3aUMnM 1 NpuY NpoBepKe 04HOPA30BOro NaponAa.

3HayeHve no YMON4YaHUK:

® "OKHO CMHXpOHM3auuKn" - 1000
® "OKHO NpoBepKu ogHopasoBoro napona" - 50

= Hactpoii p 1 NpoEep napona -':'-

[} HecTpoiixn cuncponusau w nposepris oanopazosoro napors

Kowmwerrapui:

O Orenoueno

TpeBOBaHUR K BT [\ingows XP n Gones nozanme epann ~

Mapamerper: Cnpaska:

o curporusans |1000 3ageeT UNTEpEAn HaERUI CUSTUNKE NpY CHMpORNZA M | A

Npn NpoBEpKe CAHOPaz0E0re Napons.

OKHO NPOBEPKH OAHOPASOBATD NBPOTA:

50 P

~

ok || omena | [Dpuenime
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