HacTtpoika cepeepa OpeniD Connect

[aHHbI KOMNOHEHT NpegHa3HayeH AnAa ayTeHTudnKaumm nonb3oBaTenen B web-
npunoxkeHnax cuctemsl no npotokony OpenlD Connect v aBnAaeTca oba3aTenbHbIM 4nA
MHCTanNAuMn cuctemol nog ynpasneHnem OC Linux v goNoAHUTeNbHbIM 418 MHCTaNNAuMn Nog,
ynpasnexHnem OC Windows.

@ OpenlD Connect (0IDC) - 3To NpOTOKOM ayTeHTUGUKALMM 1 aBTOPU3ALNN,
pa3paboTaHHbIN Ha ocHoBe OAuth 2.0, KoTopblt 406aBAAeT cNoM UaeHTUbUKALUM K
npoTtokony OAuth. OH no3BONAET NPUAOXKEHMAM NMPOBEPATb MAEHTUYHOCTb
nosb3oBaTena v NoaydaTb MHPOPMALMIO O HEM OT NpoBangepa ngeHTUdUKaumnm
(Identity Provider, IdP).

YcTtaHoBKa cepiepa OIDC

® Ha OC Windows cepgep OIDC ycTaHaBnuBaeTca 13 gonoaHmTensHoro naketa IndeedCM.
Oidc.Server-<Homep Bepcur>x64.ru-ru.msi.
® Ha OC Linux cepep OIDC ycTaHaBnmBaeTca BMeCTe C CepBEpPOM CUCTeMbl, ABAAACH

4YacTbHO AUCTPUBYTMBA.

Hactpowka cepsepa OIDC

OTpegakTupymnTe pann appsettings.json, KOTopbIM HAXOAUTCA NO Caegyrowemy NyTu:

® J[1na OC Windows: C:\inetpub\wwwroot\cm\oidc\appsettings.json

® [lna OC Linux: fopt/indeed/cm/oidc/appsettings.json

OTkporiTe darin appsettings.json B TekcToBOM pegaKkTope, 3anyLeHHoM 0T UMeHU
AgmMmunHUCTpaTopa:



1. Mo ymon4yaHuto, Nocne ycTaHOBKMW, NogKatoHeHne K 6ase gaHHbix cepsepa 0IDC
HacTpoeHo Ha ncnonb3osaHue SQLite. B 3tom cnyyae gaHHbie cepeepa OIDC byayT

XPaHUTbCA N0KanbLHO, B KaTanore /opt/indeed/cm/oidc/data. Ecnu TpebyeTtca

ncnonb3oBaTb 6a3y gaHHbIX Microsoft SQL nnun PostgreSQL, 3anonHuTe cekuymm "
defaultConnection" v "provider".
¢ SQLite. BHeceHue nameHeHuin He TpebyeTca. CeKunn MMerT creayrolme 3HauYeHus:
© "defaultConnection": "Filename=./data/oidc-server.sglite3"
© "provider": "sqlite"
® Microsoft SQL. na ncnonb3osaHua Microsoft SQL, co3gariTe 6a3y gaHHbIX U
HaCTpoMTe NoaknYeHne K Hel (B npumepe, ana NoakAoHeHns K 6ase gaHHbIX
ncnonbayetca SQL ayteHTUdUKauma):
© "defaultConnection": "Data Source=172.17.0.10;Initial Catalog=oidcdb;Persist
Security Info=True;User ID=servicesql;Password=p@sswO0rd"
© "provider": "mssql"
® PostgreSQL. Ana ncnonb3oBaHunAa PostgreSQL, co3ganTe 6a3y AaHHbIX M HACTpPoOMTe
NoOAK/YEHNe K Heit:
© "defaultConnection": "Host=172.17.0.11;Port=5432;Database=oidcdb;
Username=servicepg;Password=p@sswOrd"

© "provider": "pgsql"

2. 3anonHuTe cexkumn "clientSecret”, "redirectUris" n "postLogoutRedirectUris" B "clients". B
KavecTBe KAMeHTOB BbICTynaT npunoxeHuna Indeed CM: ManagementConsole, Self-
Service n WebApi:

¢ ‘"clientSecret" - reHepupyetca Mactepom HacTpoinku Indeed CM gna Kaxkgoro
npunox<eHns. 3HaueHnsa gocTynHbl B daine oidc_secrets.json, koTopbin byaeT

CO34aH B ANPEKTOPUM KOHPUrypaunoHHbIX pannoB MacTtepa HacTpolKu.

Mpumep daiina oidc_secrets.json

{

"managementConsoleClientSecret":
"9d5d705el1cf5c12b2a5432c5a40c711e6505e939ca2d7cf0df48fc505c022329",

"selfServiceClientSecret™:
"319e8b577563b7c6f27653d72b49659d16f06e0a150fd3a224002c778432319d",

"webApiClientSecret":
"9a9c56e5e8090c7fbcdffcc13537fc60d7a2f8547cc92131893e88cf08a7d5f9"

}

® ‘“redirectUris". Bmecto REDIRECT_URL ykaxkute FQDN cepeepa Indeed CM: "https://
REDIRECT_URL/cm/mc/signin-oidc".

¢ "postLogoutRedirectUris". Bmecto POST_LOGOUT_URL ykaxunte FQDN cepsepa
Indeed CM: "https://POST_LOGOUT_URL/cm/mc/signout-callback-oidc".


https://cm-core.demo.local/cm/mc/signin-oidc%22
https://cm-core.demo.local/cm/mc/signin-oidc%22
https://cm-core.demo.local/cm/mc/signout-callback-oidc%22
https://cm-core.demo.local/cm/mc/signout-callback-oidc%22

3. 3anonHuTe cexkumto "signingCertificateThumbprint’, ykazas OTneuaTtok ceptudmkaTa
noanvcu (Thumbprint). B kauecTse cepTudumKaTa NoanmMCcHM MOXKHO MCMoNb30BaTh SSL

/TLS-cepTndumKaT, ncnonbsyembi gna paboTtel Beb6-cepsepa Indeed CM.

O B OC Linux gna pa6oTsl .Net Core Heob6xoanmo npegoctasuTb pann .pfx 6es
napons, cogepxawmi ceptudukat, Otneyatok (Thumbprint), KoToporo ykasaH B

none "signingCertificateThumbprint" 1 3akpbITbIl KAtOY.

[na co3gaHna Takoro danna noTpebyroTca cepTUPUKAT U 3aKPbITbIN KU, KOTOPbIe
6blAK co34aHbl Ha 3Tane HacTponKkn Beb-cepeepa NGINX nan Apache, nnu cosgante nx
3aHOBO C MOMOLLbIO Cneayowmnx KomaHg (Heo6xoanMmMo NoACTaBUTb MA

nmnopTuposaHHoro pfx panna smecto PFXFILE) :

openssl pkcs12 -in PEXFILE.pfx -chain -nokeys | sed -ne '/-BEGIN CERTIFICATE/,/END
CERTIFICATE/p' > SSL.crt

openssl pkcs12 -in PEXFILE.pfx -nocerts -out SSLencrypted.key

opensslrsa -in SSLencrypted.key -out SSL.key

rm -f SSLencrypted.key

3aTem co3ganTe gUPeKTopUIo B AOMaLLHeM KaTanore nosb3oBaTens, U3 nog KoToporo
npomcxoguT HacTpoiKka cepeepa Indeed CM, n co3ganTe B 3ToM KaTanore ¢ann .pfx 6es

naposA C MOMOLLbK yTUANTLI openssl:

mkdir -p ~/.dotnet/corefx/cryptography/x509stores/my/
openssl pkcs12 -export -out ~/.dotnet/corefx/cryptography/x509stores/my/SSL.pfx -inkey
SSL.key -in SSL.crt


https://guides.indeed-company.ru/display/CT/NGINX
https://guides.indeed-company.ru/display/CT/Apache+HTTP+Server

4, 3anonnuTte cexkumio "authentication', ykazas metog ayTeHTUdMKaLmMM nonb3oBaTenen,
KoTopbIn bygeT ncnonb3osatb cepeep OIDC. B 3aBncMmoCTH OT pacnonoxkeHnsa cepeepa

cuctembl M OC, moxkeT 6bITb YKasaH cnegyrowmii metog: Windows nnav WindowsCustom.

® [InAa viHCcTannAaumm cuctemsl nog ynpasnaeHmem OC Windows gocTynHbl gBa meToda:
Windows van WindowsCustom.
® [nAa uHcTanaauuim cuctemel nog ynpasnaeHnem OC Linux gocTyneH ToNbKO MeTos

WindowsCustom.

@ Windows - ncnonbsyeTtcs, ecim cepeep CMCTeMbl Ppa3BepHYT Ha AOMEHHOM
pabouyen ctaHuum nog ynpasneHnem OC Windows. lns gaHHOro metoga He
TpebyeTcAa 3anonHeHWe pa3gena "ldap”.

WindowsCustom - ncnonbe3syeTcs, ecqv cepeep pa3BepHyT BHe gOMeHa Uau
ecnu Tpebyetca ayTeHTUdMKaLma nonb3osaTtenen B Web-npunoxeHus
cMcTembl U3 KaTasnora nosb3oBaTesnen gomeHa Active Directory,
pPacnosioXeHHOoro 3a npegesamm TOro 4gOMeHa B KOTOPOM pa3BepHyT
cepBep CUCTeMbl AU C KOTOPbIM HEeT TPaCTOBbIX OTHOLWeHM. [1na gaHHoro

MeTo4a HeobxoaAnMOo 3anoNHUTL cekuuto “ldap”.



5. 3anonnuTe cekumio "ldap”, ecnn B KauecTee meTogda ayTeHTUDUKALMM NONb30BaTeNeln
BbiopaH WindowsCustom:

® server - uma xocTa unm IP-agpec LDAP-cepsepa.

® port - 06b14HO LDAP-cepBep nprHMMaeT Bxoaswme coegnHenna Ha nopT 389
no npotokonam TCP nam UDP. Ana LDAP-ceaHcoB, MHKaNcynMpoBaHHbIX B SSL,
06bI4HO Ncnob3yeTca nopT 636.

® secureSocketlLayer - onuua gns BRAtoUeHUA unm oTktodeHna SSL (Secure Sockets
Layer) 414 3awWMLLEeHHOro coegMHeHus.

* verifyServerCertificate - onuna gna BkAtoUeHWA MM 0TKNOUEeHUA NPOBEPKMU
cepTndmKaTa cepeepa Npu ncnosb3osaHmm SSL.

® authType - Tun ayTeHTUdMKaLMM, KOTOPLIM ByaeT MCNoAb30BaTLCA NPU
nogkntoveHmn K LDAP-cepsepy.

® userName - msa cepBUCHOM y4eTHOM 3anucK aAna paboTbl C KaTanoros
nonb3osartenem B popmate: "Mma gomerHa(NetBIOS)\1ma yueTHon 3anmcu’.

® password - Naposb OT CepBMCHOM Y4eTHOM 3anncu.

® domainDnsName - DNS-vma gomeHa.

®* domainNetbiosName - NetBIOS-nma gomera.

© Y106bI y3HaTL DNS-1MAa gomeHa n NetBIOS-1ma gomeHa, BbINOAHUTE B

KOMaH,CI,HOVI CTpoOKe:

set USERDNSDOMAIN - BbiBoguT DNS-ma gomvena
set USERDOMAIN - BbiBoguT NetBIOS-uma gomeHa

Mpumep 3anonHeHHoO’ cekumm, € nograo4yeHem K cepsepy dc.demo.local no LDAP

(389 nopT):

"ldap": {
"directories":
{
"server": "dc.demo.local",
"port": 389,
"secureSocketlLayer": false,
"verifyServerCertificate": false,
"authType": "Basic",
"userName": "DEMO\\servicecm",
"password": "Qlw2e3r4",

"domainDnsName": "demo.local”,
"domainNetbiosName": "DEMO"

6. CoxpaHuTe BHeCeHHble n3ameHeHus B pann KoHourypaumm cepepa OpenlD Connect B

danne appsettings.json.



"pathBase": "/cm/oidc",

"culture": "ru",

"certHeaderName": "x-ssl-client-cert",

"connectionStrings": {

"defaultConnection”: "Filename=./data/oidc-server.sglite3

b

"database": {

"provider": "sqlite"
L
"oidc": {

"clients": [

{

"clientld": "ManagementConsole",
"clientSecret": "9d5d705e1cf5c12b2a5432c5a40c711e6505e939ca2d7cf0df48fc505c022329",

"displayName": "Management console",

"type": "confidential",

"consentType": "implicit",

"permissions": [ "ept:authorization”, "ept:token", "ept:logout”, "gt:authorization_code

, rst:
code", "scp:profile", "scp:roles” ],
"requirements": [ "ft:pkce" ],
"redirectUris": [ "https://cm-core.demo.local/cm/mc/signin-oidc" ],
"postlLogoutRedirectUris": [ "https://cm-core.demo.local/cm/mc/signout-callback-oidc" ]
5
{

"clientld": "SelfService",
"clientSecret": "319e8b577563b7c6f27653d72b49659d16f06e0a150fd3a224002c778432319

d",

"displayName": "Self-service",

"type": "confidential",

"consentType": "implicit",

"permissions”: [ "ept:authorization”, "ept:token”, "ept:logout”, "gt:authorization_code", "rst:
code", "scp:profile”, "scp:roles” ],

"requirements": [ "ft:pkce" ],

"redirectUris": [ "https://cm-core.demo.local/cm/ss/signin-oidc" ],

"postlLogoutRedirectUris": [ "https://cm-core.demo.local/cm/ss/signout-callback-oidc" ]
5

{
“clientld": "WebApi",


https://cm-core.demo.local/cm/mc/signin-oidc
https://cm-core.demo.local/cm/mc/signout-callback-oidc
https://cm-core.demo.local/cm/ss/signin-oidc
https://cm-core.demo.local/cm/ss/signout-callback-oidc

"clientSecret™: "9a9c56e5e8090c7fbcdffcc13537fc60d7a2f8547cc92131893e88cf08a7d5f9",
"displayName": "Web api",

"type": "confidential",

"consentType": "implicit",

"permissions": [ "ept:introspection” ],

"requirements": [],

"redirectUris": [],

"postlLogoutRedirectUris": []

"clientld": "WebApiClient",
“clientSecret": null,
"displayName": "Web api client",
"type": "public”,
"consentType": "implicit",
"permissions": [ "ept:token”, "gt:password", "scp:profile", "scp:roles”, "scp:webapi" ],
"requirements": [],
"redirectUris": [],
"postlLogoutRedirectUris": []
}
1,
"signingCertificateThumbprint": "fed6d86ceb6caa079f80d1b6c089cddf109d19c2d",
"useEphemeralSigningKey": false,
"disableTransportSecurityRequirement": false,
"accessTokenlifetime": 43200,
"identityTokenLifetime": 43200,
"authentication": "Windows",

"allowRememberLogin": false

5
“ldap": {
"directories": [
{
"server": "DC_SERVER",

"port": 389,

"secureSocketlLayer": false,
"verifyServerCertificate": false,

"authType": "Basic",

"userName": "ACCOUNT_NAME",

"password": "ACCOUNT_PASSWORD",
"domainDnsName": "DOMAIN_DNS_NAME",
"domainNetbiosName": "DOMAIN_NETBIOS_NAME"



}
]
L
"Logging": {
"LogLevel": {
"Default": "Information”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information”
}
L
"AllowedHosts": "*"
}
{
"pathBase": "/cm/oidc",
“culture": "ru",
"certHeaderName": "x-ssl-client-cert",
"connectionStrings": {
"defaultConnection”: "Host=172.17.0.11;Port=5432;Database=oidcdb;Username=servicepsql;
Password=Q1w2e3r4"
L
"database": {
"provider": "pgsql"
L
"oidc": {
"clients": [
{
"clientld": "ManagementConsole",
"clientSecret": "6e08e2f151262ddd8db961a18a8d7f3bb2ecaflccdf6037b9292a358b56f2ff6",
"displayName": "Management console",
"type": "confidential",
"consentType": "implicit",
"permissions”: [ "ept:authorization”, "ept:token”, "ept:logout”, "gt:authorization_code", "rst:
code", "scp:profile”, "scp:roles” ],
"requirements": [ "ft:pkce" ],
"redirectUris": [ "https://astra-174-srv/cm/mc/signin-oidc" ],
"postLogoutRedirectUris": [ "https://astra-174-srv/cm/mc/signout-callback-oidc" ]
5
{

"clientld": "SelfService",
"clientSecret": "48f410e3268d418a89b3d21073fa4962c816adb19899365c3472eb24b1a876
af",


https://astra-174-srv/cm/mc/signin-oidc
https://astra-174-srv/cm/mc/signout-callback-oidc

"displayName": "Self-service",

"type": "confidential",

"consentType": "implicit",

"permissions”: [ "ept:authorization”, "ept:token”, "ept:logout”, "gt:authorization_code", "rst:

code", "scp:profile", "scp:roles” ],

h

"requirements": [ "ft:pkce" ],
"redirectUris": [ "https://astra-174-srv/cm/ss/signin-oidc" ],
"postLogoutRedirectUris": [ "https://astra-174-srv/cm/ss/signout-callback-oidc" ]
5
{
"clientld": "WebApi",
"clientSecret": "e79b81d198478ccb852e8dd7f8eab2750e9626722942ba7dbb57a17119a7d5f

"displayName": "Web api",

"type": "confidential",
"consentType": "implicit",
"permissions": [ "ept:introspection” ],
"requirements": [],

"redirectUris": [],

"postlLogoutRedirectUris": []

“clientld": "WebApiClient",

"clientSecret": null,

"displayName": "Web api client",

"type": "public”,

"consentType": "implicit",

, "gt:password"”,

"permissions": [ "ept:token scp:profile”, "scp:roles”, "scp:webapi" ],
"requirements": [],
"redirectUris": [],

"postLogoutRedirectUris": []

}
1,
"signingCertificateThumbprint": "A85869C270CB2BDB113A28ADF24522A6EC55FF02",
"useEphemeralSigningKey": false,
"disableTransportSecurityRequirement": false,
"accessTokenLifetime": 43200,
"identityTokenLifetime": 43200,

"authentication": "WindowsCustom",

"allowRememberLogin": false


https://astra-174-srv/cm/ss/signin-oidc
https://astra-174-srv/cm/ss/signout-callback-oidc

“ldap": {
"directories": [
{
"server": "demo.local",
"port": 389,
"secureSocketlLayer": false,
"verifyServerCertificate": false,
"authType": "Basic",
"userName": "DEMO\\servicecm",
"password": "Qlw2e3r4",

"domainDnsName": "demo.local”,
"domainNetbiosName": "DEMOQ"
}
]
L
"Logging": {
"LogLevel": {
"Default": "Information”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information”
}
L

"AllowedHosts": "*"
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